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Forvaltningsberattelse

KONCERNEN

Detta ar Serafim

Serafim Fastigheter AB bildades under 2009 och &r moderbolag i Serafim Fastighetskoncernen (benamns
"Serafim’ och 'Koncernen’). Bolaget ar privatégt och ingar i Serafimgruppen. Verksamheten startade under 2011
da ett par investeringar genomférdes i bostadsprojekt tillsammans med etablerade aktérer. Bolaget gjorde sina
forsta egna bostadsprojekt under 2013 déar en hyresfastighet i Stockholm forvarvades och en ombildning till
bostadsratter genomfordes.

Serafim bedriver verksamhet i tva affarsben, fastighetsfoérvaltning och bostadsutveckling. Bolaget arbetar inom
Stockholms Lan och Mélardalen samt pa Gotland. Inom fastighetsférvaltningen forvarvas och forvaltas fastigheter
dar langsiktigt varde skapas genom aktivt 4gande. Bostadsprojekten skapas genom forvarv av rdmark dar bolaget
driver detaljplan for tillskapande av bostadsbyggratter.

Serafim arbetar bade med eget kapital och med externt kapital. Det externa kapitalet kommer fran bank och
genom aktieforsaljning till nya delagare. Inom affarsbenet bostéder arbetar Serafim vanligen med delédgda bolag
tillsammans med andra aktorer. Inom affarsbenet férvaltning ager bolaget fastigheter sjalva men bjuder aven in
nya delagare i vissa strukturer innehallandes forvaltningsfastigheter.

Affarsidé
Genom att forvarva, forvalta och utveckla fastigheter skapar vi langsiktig tillvaxt och vardedkning.

Serafim Fastigheter verkar primart i Stockholms Lan med fokus pa fastigheter for lager och lattindustri. Bolaget
utvecklar aven byggratter for bostader dar bolaget avyttrar byggratter i produktionsskedet.

Verksamhetens fokus
Bolaget bestar av tva verksamhetsben, fastighetsforvaltning och bostadsutveckling.

Bolagets inriktning inom fastighetsférvaltning &ar framst att aktivt férvalta och utveckla lager- och
lattindustrifastigheter i Stockholms Lan. Avsikten &r att 6ka kassafléden, genomfora vardeskapande aktiviteter pa
fastigheterna tillsammans med hyresgésterna. Bolaget forvarvar bade fastigheter med fa hyresgéaster och med
l&nga hyresavtal som anses mer lattférvaltade samt fastigheter med utvecklingspotential dar varde kan tkas
genom aktivt arbete sdsom att hyra ut vakanta ytor eller omférhandling av hyror.

Inom verksamheten bostadsprojekt utvecklas bostadsbyggratter fran ramark i tillvaxtkommuner inom for
narvarande Stockholms L&n. Serafim Fastigheter investerar &ven i andra bostadsutvecklares projekt. | dessa fall
ar det ofta bostadsutvecklaren som driver projektet och Serafim &r med som extern investerare och kan &ven
fungera som radgivare i processerna.

Bolagets verksamhet genomsyras av ett engagerat team med en vardegrund som bygger pa tre grundstenar:

- Att skapa och utveckla relationer med bolagets alla samarbetspartners, kommuner och hyresgaster samt
bostadskdpare.

- Att alltid efterstréva hdg kvalitet i alla led genom kravstéllande, hég personlig kompetens hos medarbetarna
samt stort engagemang.

- Att bolagets processer och verksamhet genomsyras av stort affarsfokus. Bolagets medarbetare stravar efter att
alltid se mojligheter och utveckling i de affarer som gors.

Mal for verksamheten

Malen for 2023 ar att forvarva fler fastigheter i attraktiva lagen samt att arbeta med utveckling av vara nuvarande
fastigheter genom aktiva forvaltningsinsatser. Inom bostadsutvecklingen ar malet att ta vara planprojekt vidare i
utvecklingen for att na fardiga bostadsbyggratter.
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Verksamhet och organisation

Serafim &ger forvaltningsfastigheter i Sverige till ett verkligt varde om 201 645 tkr (360 000) samt &ger andelar i
intresseforetag om 26 480 tkr (29 615). Vid arsskiftet omfattade fastighetsportfolien 16 fastigheter (15) dar
Overskottsgraden uppgar till 74% (79%). Serafims fastighetsportfolj bestar av fastigheter som &gs helt i egen
balansrakning samt fastigheter i 4 investeringsstrukturer i form av delagda bolag tillsammans med investerare. Av
dessa 4 investeringsstrukturer konsolideras tre som ar majoritetsagda. Verksamheten &r i stort uppdelad i tva
affarsben, forvaltningsfastigheter genom aktivt &gande och bostéader utifran projektutveckling.

Pa huvudkontoret som &r beldget i Stockholm finns koncerngemensamma funktioner vilka utgors av Transaktion,
Forvaltning, Affarsutveckling, Ekonomi samt Finansiering.

Serafims foretagsledning bestar av 3 personer, verkstéllande direktor Rickard Jacobsson, partner Erik Karlander
samt CFO Marten Strandmark, som tillsattes i september 2022. Organisationen i sin helhet besitter bade bred och
detaljerad kunskap inom transaktion, finansiering, forvaltning, projektutveckling, upphandling, kalkyl,
projektgenomférande samt marknad och kundhantering. Bolaget och medarbetarna arbetar med konsulter i vissa
specifika skeden och funktioner exempelvis uthyrare, arkitekter, legala radgivare, maklare mm. Bolagets
ekonomiska forvaltning ar outsourcad till Klara Consulting AB

Byggnation

Bolaget genomfér hyresgastanpassningar i forvaltningsfastigheter och nybyggnation inom segmentet lattindustri.
Vid byggnation, bade nyproduktion och hyresgastanpassningar, projekterar och upphandlar bolaget alla
entreprenader, oftast pa totalentreprenad. Bolaget utvarderar kontinuerligt de entreprendrer som upphandlas
framfor allt efter ekonomisk styrka, genomférbarhetsformaga, resursmajlighet, miljofokus, referenser och
agarkonstellation. Bolaget bygger ej egna bostader utan allierar sig i sddana projekt med partners vars
karnverksamhet ar bostadsproduktion.

Fastighetsforvaltning

Forvaltningen av fastigheterna sker bade in-house och av upphandlade leveranttrer och samarbetspartners.
Ekonomisk férvaltning sker av extern leverantér. Uthyrning hanteras huvudsakligen inom organisationen men dar
externa uthyrare anvands som komplement. Teknisk férvaltning, driftoptimering och tillsyn samt hyresgéstdialog
styrs internt med stod fran konsult.

Vasentliga handelser under rakenskapsaret

Forvarv av 7 stycken fastigheter gjordes under aret:

- Fastigheten Akerkullan 2 i Soédertalje. Lattindustrifastighet med total uthyrningsbar area om ca 2000
kvm.

-  Fastigheterna Rateglet 3&5 i Sodertalje. Lattindustrifastighet med total uthyrningsbar area om ca 2 000
kvm

- Fastigheten Skalby 2: 3 i Upplands Vasby med en uthyrbar area om 900 kvm.
- Fastigheterna Vasby-Vik 1:70 & 1:73 i Upplands Vasby med en uthyrbar area om 1028 kvm
- Fastigheten Ardre Botvalde 2:1 pa Gotland med mark om 21 270 kvm.

| koncernen har ytterligare 2 fastigheter tillkommit da Serafim Fastigheter har férvarvat andelar i Struktur 1 AB
fran SOM Invest AB, Floretten 1 i Sodertélje, Lindholmen 5:179 & 5:3 i Vallentuna, Hemmestatorp 1:1 i Varmdo.
Alla fastigheterna ar under padgaende detaljplaneprocess for bostader.

Avyttring av féljande fastigheter gjordes under aret:

- Fastigheterna HammarSmed 1: 433, Elfenbenet 1, Skonerten 3, Gasellen 4, Bensinen 7, Oxen 2&3 och Brf Opal
i Vastra Haggvik.

Tva fastigheter tillhdrande intressebolagen Stenby Park Holding AB och Alléplan Utveckling AB réknas inte in
som en del av koncernens fastigheter. Koncernen innehar efter ovan handelser 16 fastigheter per 2022-12-31.
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Vasentliga handelser efter rakenskapsaret

Under inledningen av 2023 har fastigheten Mabaret 6 i Sundbyberg forvarvats. Fastigheten &ar inom segmentet
lager- och lattindustri och har en uthyrbar area om ca 900 kvm.

Serafim Fastigheter har dven forvarvat ytterligare andelar i Struktur 2 AB fran Heart of Gold Investment AB vilket
innebar att Serafim blir majoritetsagare i Struktur 2 AB och tva fastigheter, Mopsen 1 och Arbetsledaren 1,
kommer att tillkomma i koncernen under 2023.
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Koncernens resultat och stallning
Flerarsoversikt koncernen

2022-01-01 2021-01-01 2020-01-01
NYCKELTAL 2022-12-31 2021-12-31 2020-12-31
Belopp i tkr (dar inget annat anges)
Resultat
Intakter 13 399 26 808 16 055
Driftnetto 11 209 19 956 12 716
Resultat fore vardeférandringar och skatt -17 037 -8 993 5 225
Andel av intresseforetags resultat 3523 259 8 071
Realiserade och orealiserade
vardeforandringar forvaltningsfastigheter 59 335 63 469 32 409
Resultat fore skatt 42 298 54 476 37 634
Periodens resultat 39 944 47 351 30 074
Finansiell stallning
Forvaltningsfastigheter 201 641 360 000 375 298
Rantebéarande skulder 95 924 247 042 262 135
Eget kapital 247 011 293 657 204 587
Balansomslutning 369 792 612 336 496 037
Fastighetsrelaterade uppgifter
Antal fastigheter 16 15 16
Overskottsgrad pa balansdagen, % 84% 74% 79%
Direktavkastning forvaltningsfastigheter, % 6% 6% 3%
Totalavkastning totalt bestand, % 19% 14%) 9%
Finansrelaterade uppgifter
Avkastning pa eget kapital, % 16% 16% 15%
Soliditet, % 67% 48% 41%
Belaningsgrad, % 33% 35% 45%
Skuldsattningsgrad pa balansdagen, % 21% 45% 51%
Per aktie
Eget kapital per aktie 2 445 2917, 2 046
Resultat per aktie (Géllande stamaktie och
preferensaktie), kr 395 470 301
Antal aktier, tusental 101 101 100
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Mojligheter och risker

Som en koncern inom fastighetssektorn &ar Serafim exponerat mot en rad operationella s& som finansiella risker.
Genom att erhdlla en god forstaelse, genom grundlig analys, for vilka riskerna ar, dess omfattning samt dess
inverkan p& verksamheten har vi méjligheten att minimera dessa i verksamhetens drift.

HYRESINTAKTER OCH UTVECKLINGEN PA HYRESMARKNADEN

Serafims totala omsattning bestar i princip uteslutande av hyresintakter, varpa hyresmarknadens utveckling ar en
stor risk likval som en lika stor méjlighet. Fortsatt tillvaxt pa hyresmarknaden med laga vakansgrader skulle
innebara okade hyresnivaer vid omforhandling samtidigt som inneb6rden av manga utgaende hyresavtal skulle
kunna leda till en ovisshet géllande koncernens intjaningsformaga. Nagonting som skulle kunna leda till en samre
forhandlingsposition. Serafim ager och férvaltar fastigheter inom Storstockholm dar hyresmarknaden har
utvecklats val de senaste aren.

Serafim Fastigheter agde vid arsskiftet fastigheter i flera olika kommuner inom Storstockholm vilket innebér en
geografisk diversifiering sa val som en naturlig riskspridning. Serafim konstaterar att de kommuner dar
fastigheterna ar belagna haft en god utveckling i férhallande till genomsnittet i Sverige senaste aren.

DRIFTS- OCH UNDERHALLSKOSTNADER

Betraffande koncernens driftskostnader sa& innehaller i regel hyresavtalen bestammelser om att hyresgésterna
sjalva star for sina respektive driftskostnader antingen genom egna abonnemang eller genom att Serafim
vidaredebiterar kostnaderna. Sadan vidaredebitering sker oftast genom att berakna en lokals andel av totala
kostnader.

| samband med eventuella vakanser paverkas bolagets intjaningsférmaga inte bara av forlorade hyresintakter
utan aven av 6kade driftskostnader d& den vakanta lokalens andel av fastighetens totala kostnader inte kan
vidaredebiteras, utan bars av det fastighetségande bolaget.

TRANSAKTIONSRISKER

Serafim sonderar kontinuerligt marknaden efter majliga transaktioner, forvarv sa som forsaljningar. Vid ett forvarv
utgors riskerna bland annat av framtida bortfall av hyresintakter, tekniska brister och miljéférhallanden. Ytterligare
risker s& som skatter och juridiska tvister tillkommer da majoriteten av forvarven gors genom forvarv av ett
fastighetsdgande aktiebolag. Risker som hyresavtalens giltighet, gjorda myndighetsbesiktningar och avsaknad av
rattsliga tvister adresseras oftast genom att séljaren stéller ut garantier till kdparen.

Dessa garantier forvantas en séljare av ett fastighetsbolag stélla ut da de i mangt och mycket amnar underlatta
koparens undersokningsplikt. Normalt &ar att garantierna &r begrénsade i tid.

En 6verhdngande del av arbetet i samband med forvarv sker internt da Serafim bedémer att bolaget innehar god

kompetens och erfarenhet att utvardera riskerna samt att utforma och bedéma de garantier som avtalas. Serafim

anlitar extern kompetens i de fall den interna kompetensen och erfarenheten inte bedéms som tillracklig. Exempel
ar fall av svarbedomda skatterisker eller teknisk besiktning av fastigheter.

VARDEFORANDRING | FASTIGHETER

Fastigheternas vardeférandring ar inte en risk som paverkar koncernens intjaningsférmaga eller kassaflode.
Denna risk ar i stallet central for vardeutvecklingen i fastighetsbestandet samt for efterlevnaden av de
finansieringsvillkoren kopplade till finansieringsavtalen som Serafim har med de flesta av langivarna.

Som grund till fastigheternas verkliga varde ligger interna varderingsmodeller vars makroekonomiska antaganden
ar avstamda med ackrediterat varderingsinstitut infor arsbokslut.

D& Serafim redovisar sitt fastighetsinnehav till verkligt varde innebar det att fastigheternas koncernmassiga
bokforda varde motsvaras av dess bedomda marknadsvéarde. Negativa sd som positiva vardeférandringar pa en
fastighet inverkar saledes negativt alternativt positivt pa bolagets resultat- och balansrakning.
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Vardet pa en fastighet ar beroende av manga faktorer. Delar som paverkar ar dels fastighetens underliggande
kassaflode, dess geografiska lage, anvandningsomrade samt de lokala marknadsforutsattningarna. En
fastighetvardering utgar ifrdn vad en tredje part ar villig att betala for fastigheten vid varderingstidpunkten.

Antalet hyresgaster samt fastigheternas geografiska spridning inom Storstockholm verkar fér att minska riskerna
men &ven antalet fastigheter i sig bidrar till en riskspridning da en negativ vardeférandring av en fastighet kan
motverkas av en positiv vardeférandring i en annan.

FINANSIERINGSRISK

Bolagets finansiering bestar primart av eget kapital och rantebarande skulder. Det finns en risk att bolaget inte
kan uppratthalla sina forpliktelser gentemot lanevillkoren vilket i sin tur kan leda till att viktig del av finansieringen
skulle férsvinna. Darmed kan det riskera mojligheten for den fortsatta driften i bolaget.

ORGANISATORISKA RISKER SAMT OVRIGA OPERATIONELLA RISKER

Organisationen inom Serafim bestar av f& medarbetare. Det innebér att beroendet av enskilda medarbetare, dess
kunskap och erfarenhet ar hég. Skulle ndgon som betraktas som nyckelperson lamna sin anstéllning skulle det
maérkas och Serafim skulle kunna paverkas negativt. Ett satt att attrahera nya och behalla befintliga medarbetare
ar att erbjuda marknadsmassiga anstallningsvillkor och incitamentsprogram.

Bristfalliga rutiner, bristande kontroll eller direkta oegentligheter kan paverka Serafim negativt. Serafim arbetar
I6pande med att utveckla bolagets administrativa rutiner for att hoja sdkerheten och sidomanskontrollen.

SKATTER OCH ANDRAD LAGSTIFTNING

Serafim paverkas av skatter i form av inkomstskatt, fastighetsskatt och moms. Dessa paverkas i sin tur av
politiska beslut, lagstiftning samt rattsutveckling. Vilket ar en risk som begrénsas genom en forsiktig och
balanserad hantering av skattefragor.

| det fall annan lagstiftning, reglering eller rattspraxis, exempelvis avseende hyres—, forvarvs— och miljorelaterad
lagstiftning andras i framtiden kan det inneb&ra en negativ inverkan pa Serafims verksamhet, finansiella stallning
och resultat.

MILJORISK

Serafim bedriver idag ingen verksamhet som kraver sarskilt tillstdnd enligt miljobalken. Utgangspunkten enligt
gallande milj6lagstiftning ar att verksamhetsuttvaren bar ansvaret, vilket innebér Serafims hyresgaster

| det fall verksamhetsutévaren inte kan utféra eller bekosta efterbehandling av en fastighet finns det risk fér sa
kallat subsidiart ansvar. Att den som forvarvat fastigheten och som vid forvarvet kant till eller da borde ha
upptackt fororeningarna halls ansvarig. Det innebaér risk for att krav, under vissa speciella forutsattningar, kan
riktas mot Serafim for sanering eller efterbehandling.

| samband med férvarv genomfors dérav i regel en analys av eventuella risker kopplat till milj6. Per idag finns inga
miljokrav riktade mot nagot av bolagen som ingar i koncernen.

FINANSIELL RISKHANTERING OCH FINANSIELL STALLNING

Riskhanteringen skots av verkstéllande direktdr och styrelsen enligt riktlinjer som faststalls av styrelsen. |
riskfunktionen ingar att identifiera, utvardera och sakra finansiella risker.

Koncernen ar framfor allt exponerad for férandringar i rantor samt att vid varje given tidpunkt ha sakrat tillgang till
kapital for fortsatt expansion.

For ndrmare beskrivning av koncernens finansiella riskhantering hanvisas till avsnittet Finansiell riskhantering, not
3 bland tillaggsupplysningarna.
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Agarférhallanden

Koncernens agarforhallanden ar; Serafim Property Group AB med 95 000 stamaktier, RJA Fastighetsinvest AB
med 5 000 stamaktier, Serafimgruppen AB med 600 st. preferensaktier, Fasthem Stockholm AB med 40 st.
preferensaktier samt Erik Karlander Invest AB med 35 st. preferensaktier. Totalt finns 100 000 stamaktier och 675
preferensaktier.

Miljopaverkan

Serafim stravar efter att verksamheten ska ha ett tydligt miljéfokus for att minska var egen och vara hyresgasters
paverkan pa miljon. Under verksamhetséaret har detta tagit sig uttryck vid valet av de leverantérer som Serafim
arbetar med.

Forslag till resultatdisposition vid 2023 ars ordinarie staimma
Styrelsen foreslar att disponibla vinstmedel per 2022-12-31 disponeras enligt nedan.

Till arsstammans forfogande star foljande
vinstmedel (kr)

Overkursfond 67 499 325
Balanserat resultat 24 626 182
Arets resultat -6 486 691
Fria vinstmedel 85 638 816

Disponeras s att

Till aktiedgarna av preferensaktier utdelas 3375 000
Till aktiedgare av stamaktier utdelas 25 000 000
i ny rakning overfors 57 263 816
Totalt 85 638 816

Styrelsen anser att forslaget ar forenligt med forsiktighetsregeln i 17 kap aktiebolagslagen enligt féljande
redogdrelse:

Bolaget har en stark finansiell stallning per den 31 december 2022 vilket ger utrymme for féreslagen utdelning.
Styrelsens fdrslag till utdelning har skett med hénsyn till de krav som verksamhetens art, omfattning och risk
staller p& moderféretaget och koncernens egna kapital, samt med hansyn till bolagets konsolideringsbehov,
framtida expansionsplaner, likviditet och stéllning i dvrigt. Utdelningen beddms inte innebéra en férsvagning av
bolagets framtida formaga att fullgéra sina forpliktelser. For forandringar i eget kapital under rakenskapsaret
hénvisas till Koncernens och Moderbolagets rapport dver forandringar i eget kapital.

| 6vrigt hanvisas till denna finansiella rapport med noter.
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Koncernens rapport dver resultatet
Belopp i tkr 2022-01-01 2021-01-01
Not 2022-12-31 2021-12-31

Intékter 4 13 399 26 808
Driftskostnader 7 -2 190 -6 853
Driftsnetto 11 209 19 956
Forvaltnings- och administrationskostnader 6,7,9,10 -29 647 -24 201
Ovriga rorelseintakter 8 815 2 965
. 179 -
Ovriga rorelsekostnader
Finansiella intakter 12 671 2 057
Finansiella kostnader 12 -3787 -10 028
Resultat frén innehav i intressebolag 17 3523 259
Resultat foére vardeférandringar och skatt -17 037 -8 993
Realiserade vardeforandringar forvaltningsfastigheter 14 49 629 20 056
Orealiserade vardeforandringar férvaltningsfastigheter 14 9 706 43 413
Vardeférandringar 59 335 63 469
Resultat fére skatt 42 298 54 476
Uppskjuten inkomstskatt 13 -2 333 -5 672
Aktuell inkomstskatt 13 -21 -1 454
Arets resultat 39944 47 351
Arets resultat hanforligt:
Moderforetagets aktiedgare 37749 36 993
Innehav utan bestammande inflytande 2195 10 358
Koncernens rapport dver totalresultat

2022-01-01 2021-01-01

2022-12-31 2021-12-31
Arets resultat 39 944 47 351
Ovrigt totalresultat for aret: - -
Ovrigt totalresultat for aret, netto efter skatt - -
Summa totalresultat for aret 39 944 47 351
Arets totalresultat hanforligt:
Moderforetagets aktiedgare 37 749 36 993
Innehav utan bestammande inflytande 2195 10 358
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Koncernens balansrakningar

Belopp i tkr Not 2022-12-31 2021-12-31
TILLGANGAR

Materiella Anlaggningstillgangar

Forvaltningsfastigheter 14 201 641 360 000
Inventarier, verktyg och installationer 15 30 -
Finansiella anlaggningstillgangar

Andelar i intresseféretag och gemensamt styrda

foretag 17 26 480 29615
Andra langfristiga vardepappersinnehav 20 - 5000
Andra langfristiga fordringar 20 8 234 5 834
Summa anlaggningstillgangar 236 385 400 450
Omsattningstillgangar

Exploateringsfastigheter 16 86 283 79 343
Pagaende arbete 1125 1080
Kundfordringar 18,20 2 338 12 564
Ovriga fordringar 19,20 12 353 95 204
Forutbetalda kostnader och upplupna intakter 20,21 1833 14 759
Likvida medel 22 29 475 8 936
Summa omsattningstillgangar 133 407 211 886
SUMMA TILLGANGAR 369 792 612 336
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Koncernens balansréakningar, forts.

Belopp i tkr Not 2022-12-31 2021-12-31
EGET KAPITAL

Eget kapital som kan hanforas till moderféretagets

agare

Aktiekapital 23 101 101
Ovrigt tillskjutet kapital 67 499 67 499
Balanserade vinstmedel inklusive arets resultat 125 299 113 992
Eget kapital hanforligt till moderféretagets aktiedgare 192 899 181 592
Innehav utan bestdmmande inflytande 54 112 112 065
Summa eget kapital 247 011 293 657
SKULDER

Langfristiga skulder

Uppléning - langfristig 3,20,24 - 131 486
Ovriga langfristiga skulder 3,20,24 25908 31752
Skulder till koncernforetag - langfristig 3,20,24 9950 -
Uppskjutna skatteskulder 13 7515 12 552
Summa langfristiga skulder 43 373 175 790
Kortfristiga skulder

Upplaning - kortfristig 3,20,24 28 950 20 440
Leverantorsskulder 20 1007 9196
Aktuella skatteskulder 13 606 2780
Ovriga kortfristiga skulder 20,25 6 023 10 271
Skulder till koncernforetag — kortfristig 3,20,24 32312 83 896
Upplupna kostnader och forutbetalda intkter 20,26 10 510 16 306
Summa kortfristiga skulder 79 408 142 889
SUMMA SKULDER OCH EGET KAPITAL 369 792 612 336
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Koncernens rapport dver forandringar i eget kapital

Belopp i tkr

Not

Hanforligt till moderforetagets
aktieadgare

Balanserade

Ovrigt vinstmedel Innehav utan
Aktie- tillskjutet inkl. &rets bestammande Totalt eget]

kapital kapital resultat inflytande kapital
Ingdende balans per 2021-01-01 100 - 104 851 99636 204 587
Totalresultat
Avrets resultat - - 36 993 10 358 47 351
Ovrigt totalresultat - - - -
Summa Totalresultat - - 36 993 10 358 47 351
Transaktioner med aktiedgare
Kvittningsemission 1 67 499 ) ) 67 499
Forvarv av verksamheter 22 416 22 416
Ovrigt - - - 4989 - - 4 989
Utdelning ; - -22800 -20409 - 43209
Summa Transaktioner med 1 67499 -27853 2072 41719
aktiedgare
Utgaende balans per
2021-12-31 101 67 499 113 992 112 065 293 657
Ingdende balans per 2022-01-01 101 67499 113992 112 065 293 657
Totalresultat
Arets resultat 39944 39944
Ovrigt totalresultat -2195 2195 -
Summa Totalresultat 37 749 2195 39 944
Transaktioner med aktiedgare
Kvittningsemission
Transaktioner med innehav utan
bestammande inflytande 2800 -60 148 -57 348
Ovrigt -28 -28
Utdelning -29 214 - -29 214
Summa Transaktioner med
aktiedgare -26 442 -60 148 -86 590
Utgdende balans per 2022-12-31 101 67 499 125 299 54 112 247 011
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Koncernens rapport dver kassafloden
2022-01-01 2021-01-01

Belopp i tkr Not 2022-12-31 2021-12-31
Kassaflode fran den I6pande verksamheten
Resultat fore skatt 42 298 54 476
Justeringar for poster som inte ingar i kassaflodet

- Orealiserade vardeforandringar forvaltningsfastigheter -9 706 -43 413

- Realiserade véardeférandringar forvaltningsfastigheter -49 629 -20 056

- Ovriga poster ej kassapaverkande 694 3749
Erhallen ranta* - -
Erlagd réanta* - -
Betald skatt -5 234 -647
Kassaflode fran den I6pande verksamheten fore forandring av
rorelsekapital -21 578 -5 891
Forandringar i rérelsekapital
Okning/minskning exploateringsfastigheter och pagéende arbete -6 940 2989
Okning/minskning 6vriga kortfristiga fordringar -18 665 -23 474
Okning/minskning 6vriga kortfristiga skulder -5 710 39 696
Summa férandringar i rorelsekapital -31 315 19 211
Kassaflode fran den l6pande verksamheten -52 893 13 320
Kassaflode fran investeringsverksamheten
Forvarv av forvaltningsfastigheter 32 -65 853 -80 445
Avyttring av forvaltningsfastigheter 32 276 287 50 808
Investeringar i férvaltningsfastigheter 32 -7 064 -41 363
Investering i langfristig fordran. 851 -4 817
Utdelningar fran intresseforetag 6241
Forvarv i intresseforetag 17 -804 -6 747
Kassaflode fran investeringsverksamheten 207 956 -82 564
Kassaflode fran finansieringsverksamheten
Aktiedgartillskott minoritet - -
Upptagna lan 32 16 000 176 935
Amortering av lan 32 -63 968 -106 084
Utdelning till innehav utan bestdmmande inflytande -57 342 -20 409
Utdelning till moderféretagets aktiedgare -29 214 -22 800
Kassaflode fran finansieringsverksamheten -134 524 27 642
Arets kassaflode 20539 -41 602
Likvida medel vid érets borjan 8 936 50 539
Likvida medel vid &rets slut 29 475 8 936

*Erhallen samt erlagd ranta ingdr i resultat fore skatt.
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Moderbolagets resultatrakning
Belopp i tkr 2022-01-01 2021-01-01
Not 2022-12-31 2021-12-31

Nettoomsattning 31 784 3083
Ovriga rorelseintakter 8 6 950 67
Summa rorelseintakter 7734 3150
Ravaror och férnédenheter =777 0
Ovriga externa kostnader 9,10 -10 012 -20 677
Avskrivningar av materiella anlaggningstillgdngar - -
Rorelseresultat -3 056 -17 527
Resultat fran andelar i koncernforetag 12 -3614 21 657
Resultat fran andelar i intresseféretag 12 -44 750
Resultat fran Gvriga vardepapper och langfristiga fordringar 12 602 -5 509
Ovriga ranteintékter och liknande resultatposter 12 776 780
Réantekostnader och liknande resultatposter 12 -1151 -3978
Resultat fran finansiella poster -3 431 13 701
Mottagna koncernbidrag - 4730
Summa bokslutsdispositioner 0 4730
Resultat fére skatt -6 487 904
Aktuell inkomstskatt 13 - -
Arets resultat -6 487 904
Moderbolagets rapport 6éver ovrigt totalresultat

2022-01-01 2021-01-01

2022-12-31 2021-12-31
Arets resultat - 6487 904
Ovrigt totalresultat for aret: 0 0
6vrigt totalresultat for perioden, netto efter skatt 0 0
Summa totalresultat for aret - 6487 904
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Moderbolagets balansrakning

Belopp i tkr Not 2022-12-31 2021-12-31
TILLGANGAR

Materiella anlaggningstillgangar

Inventarier, verktyg och installationer -

Summa materiella anlaggningstillgangar -

Finansiella anlaggningstillgangar

Andelar i koncernféretag 29 67 431 83 503
Andelar i intresseféretag och gemensamt styrda

foretag 17 9 092 16 368
Andra langfristiga vardepappersinnehav 20 2500 5000
Fordringar hos koncernféretag 20 6 200 6 200
Andra langfristiga fordringar - -
Summa finansiella anlaggningstillgadngar 85 223 111071
Omsattningstillgangar

Pagaende arbete fér annans rakning 20 904 573
Kundfordringar 2 -
Fordringar hos koncernféretag 20 71377 134 710
Fordringar hos intresseféretag och gemensamt styrda

foretag 20 - -
Ovriga fordringar 19,20 10 193 6 350
Forutbetalda kostnader och upplupna intakter 20,21 934 13107
Kassa och bank 20,22 16 863 1235
Summa omséttningstillgangar 100 273 155 975
SUMMA TILLGANGAR 185 496 267 046
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Moderbolagets balansrakning, forts.

Belopp i tkr Not 2022-12-31 2021-12-31
EGET KAPITAL

Bundet eget kapital

Aktiekapital 101 101
Fritt eget kapital 30

Overkursfond 67 499 67 499
Balanserad vinst eller forlust 24 626 52941
Arets resultat -6 487 904
Summa eget kapital 85 739 121 445
SKULDER

Langfristiga skulder

Skulder till koncernféretag 32 9 950 -
Ovriga langfristiga skulder 32 900 -
Summa langfristiga skulder 10 850 0
Kortfristiga skulder

Leverantorsskulder 20 186 8476
Skulder till koncernféretag 32 84 011 131 339
Ovriga skulder 20,25 3266 3400
Upplupna kostnader och forutbetalda intakter 26 1444 2 386
Summa kortfristiga skulder 88 907 145 601
SUMMA SKULDER OCH EGET KAPITAL 185 496 267 046
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Moderbolagets rapport 6ver forandringar i eget kapital
Hanforligt till
moderforetagets
Belopp i tkr aktieagare
Fri
Balanserat Arets  Totalt eget
Aktiekapital dverkursfond resultat resultat kapital
Not

Ingaende balans per 2021-01-01 100 - 56 466 19 275 75 841
Omforing resultat foregédende ar 19 275 -19 275 -
Arets resultat 904 904
Summa Totalresultat 100 - 75741 904 76 745
Transaktioner med aktieagare
Kvittningsemission 1 67 499 - - 67 500
Pagaende nyemission - - - - -
Erhélina aktieagartillskott - - - - -
Utdelning - - -22 800 - -22 800
Summa Transaktioner med
aktiedgare 1 67 499 -22 800 - 44 700
Utgéende balans per 2021-12-31 101 67 499 52 941 904 121 445
Ingdende balans per 2022-01-01 101 67 499 52941 904 121 445
Omforing resultat foregédende ar 904 -904 -
Arets resultat - 6487 - 6 487
Summa Totalresultat 101 67 499 53 845 -6 487 114 958
Transaktioner med aktiedgare
Kvittningsemission
Minskning av aktiekapital
Justering av erhallet
aktiedgartillskott
Erhéllna aktieagartillskott
Utdelning -29 219 -29 219
Summa Transaktioner med
aktiedgare -29 219 -29 219
Utgéende balans per 2022-12-31 101 67 499 24 626 - 6487 85 739
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Moderbolagets rapport dver kassafléden

2022-01-01 2021-01-01
Belopp i tkr Not 2022-12-31 2021-12-31
Kassaflode fran den I6pande verksamheten
Rorelseresultat -3 056 -17 527
Erhallen ranta 1378 1964
Erlagd ranta -1195 -3 956
Erhallen utdelning - 25 667
Kassafléde fran den I6pande verksamheten fore forandring av
rorelsekapital -2 873 6 149
Forandringar i rérelsekapital
Okning/minskning pagéende arbete -331 -298
Okning/minskning 6vriga kortfristiga fordringar 60 326 -24 107
Okning/minskning 6évriga kortfristiga skulder -16 544 -6 375
Summa férandringar i rérelsekapital 43 451 -30779
Kassaflode frdn den I6pande verksamheten 40 578 -24 631
Kassaflode fran investeringsverksamheten
Investeringar i dotterbolag -530 -8 373
Avyttring av dotterféretag 270 139
Utdelning fran dotterforetag 27 587 1520
Okning/minskning finansiella tillgangar 6241 -6 220
Kassaflode fran investeringsverksamheten 33 568 -12 935
Kassaflode fran finansieringsverksamheten
Moderféretag amorteringar -45 299 -
Moderforetag upptagna lan 16 000 40 000
Ovriga lan upptagna lan - 4000
Utdelning -29 219 -22 800
Kassaflode fran finansieringsverksamheten -58 518 21 200
Periodens kassafléde 15 628 -16 365
Likvida medel vid periodens borjan 1235 17 600
Kursdifferens i likvida medel - -
Likvida medel vid periodens slut 16 863 1235
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NOTER

Not 1 Allméan information

Denna arsredovisning och koncernredovisning omfattar det svenska moderféretaget Serafim Fastigheter AB
("Serafim”), organisationsnummer 556791-0921 och dess dotterféretag. Serafim bedriver verksamhet i tva
affarsben, fastighetsforvaltning och bostadsutveckling. Moderforetaget &r ett aktiebolag registrerat i och med séte
i Stockholm, Sverige. Adressen till huvudkontoret &r Kungsgatan 12, 111 35 Stockholm. Styrelsen har den dag
som framgar av elektroniska underskrifter godkéant denna arsredovisning och koncernredovisning.

Serafim Fastigheter AB ('Serafim Fastigheter-koncernen’ eller 'Koncernen’) upprattar sin koncernredovisning i
enlighet med International Financial Reporting Standards (IFRS), som antagits av EU.

Not 2 Sammanfattning av viktiga redovisningsprinciper
1. Grund fér rapporternas upprattande

Koncernredovisningen har uppréattats i enlighet med International Financial Reporting Standards (IFRS) som
antagits av EU samt RFR 1 Kompletterande redovisningsregler fér koncernen och Arsredovisningslagen.
Koncernredovisningen har upprattats enligt anskaffningsvardemetoden férutom forvaltningsfastigheter vilka &r
varderade till verkligt varde via resultatrékningen.

De viktigaste redovisningsprinciperna som tillampats nar denna koncernredovisning upprattats anges nedan.

Att upprétta rapporter i dverensstimmelse med IFRS kraver anvandning av en del viktiga uppskattningar fér
redovisningsandamal. Vidare kravs att ledningen gor vissa bedémningar vid tillampningen av koncernens
redovisningsprinciper. De omraden som innefattar en hog grad av bedémning, som &ar komplexa eller sddana
omraden dar antaganden och uppskattningar ar av vasentlig betydelse for koncernredovisningen anges i not 4.

Moderforetagets redovisning ar uppréttad i enlighet med RFR 2 Redovisning for juridiska personer och
Arsredovisningslagen. | de fall moderféretaget tillampar andra redovisningsprinciper &n koncernen anges detta
separat i slutet av detta redovisningsprincipsavsnitt.

Nya och uppdaterade IFRS som &r tillampliga for rakenskapsar som pabérjas den 1 januari 2022 och
senare

Koncernens tillampade redovisningsprinciper inkluderar nya och férandrade standarder utgivna fran International
Accounting Standards Board (IASB) liksom tolkningar som tratt i kraft under 2022. Inga nya standarder, &ndrade
standarder eller tolkningar som har tratt i kraft under aret haft ndgon vasentlig paverkan pa koncernens eller
moderforetagets finansiella rapporter.

Nya eller andrade IFRS som tillampas fran 2023
Det finns inte nagra nya eller andrade IFRS som kommer fa nagon effekt pa Serafim Fastigheters redovisning.
Klassificering

Anlaggningstillgangar och langfristiga skulder bestar av belopp som férvantas atervinnas eller betalas mer an tolv
manader fran balansdagen. Omsattningstillgdngar och kortfristiga skulder bestar av belopp som forvantas
atervinnas eller betalas inom 12 manader fran balansdagen.

2. Koncernredovisning
Dotterforetag

Dotterforetag ar alla foretag vilka koncernen har bestimmande inflytande. Koncernen kontrollerar ett féretag nar
den exponeras for eller har rétt till rérlig avkastning fran sitt innehav i foretaget och har majlighet att paverka
avkastningen genom sitt inflytande i foretaget. Dotterféretag inkluderas i koncernredovisningen fran och med den
dag da det bestammande inflytandet 6verfors till koncernen. De exkluderas ur koncernredovisningen fran och
med den dag da det bestammande inflytandet upphor.

Forvarvsmetoden anvands for redovisning av Koncernens rorelseforvarv. Képeskillingen for forvarvet av ett
dotterforetag utgors av verkligt varde pa overlatna tillgangar, skulder och de aktier som emitterats av koncernen. |
kopeskillingen ingar aven verkligt varde pa alla tillgangar eller skulder som &r en foljd av en 6verenskommelse om
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villkorad képeskilling. Forvarvsrelaterade kostnader kostnadsfors nar de uppstar. Identifierbara forvarvade
tillgdngar och Gvertagna skulder i ett rorelseforvarv varderas inledningsvis till verkliga varden pé forvarvsdagen.
For varje forvarv avgor koncernen om alla innehav utan bestammande inflytande i det férvarvade foretaget
redovisas till verkligt varde eller till innehavets proportionella andel av det forvarvade foretagets nettotillgangar.
Det belopp varmed kodpeskilling, eventuellt innehav utan bestammande inflytande samt verkligt varde pa
forvarvsdagen pa tidigare aktieinnehav éverstiger verkligt varde pa koncernens andel av identifierbara forvarvade
nettotillgangar, redovisas som goodwill.

Intressefdretag

Som intresseféretag redovisas foretag i vilka koncernen utévar ett betydande, men ej bestdmmande, inflytande
vilket presumeras vara fallet nar innehavet uppgar till minst 20 och hogst 50 procent av rosterna. Det forutsatts
dessutom att agandet utgor ett led i en varaktig forbindelse och att innehavet ej skall redovisas som ett
samarbetsarrangemang. Intresseftretag redovisas enligt kapitalandelsmetoden. Vid tillampning av
kapitalandelsmetoden véarderas investeringen inledningsvis till anskaffningsvarde i koncernens rapport éver
finansiell stallning och det redovisade vardet 6kas eller minskas darefter for att beakta koncernens andel av
resultat och 6vrigt totalresultat fran sina intresseféretag efter forvarvstidpunkten. Vid berakning av resultat- och
kapitalandel fran intresseféretag dar intresseforetaget har dotterbolag med innehav utan bestammande inflytande,
beréknas andelen baserat pa det resultat respektive eget kapital som ar hanforligt till moderféretagets aktiedgare i
koncernredovisningen for intresseféretaget. Om koncernens andel av forluster i ett intresseféretag éverstiger
innehavet i detta intresseforetag redovisar inte koncernen inga ytterligare forluster om inte koncernen har atagit
sig forpliktelser & intresseforetagets vagnar. Koncernens andel av resultat och dvrigt totalresultat i ett
intresseforetag ingar i koncernens resultat och évrigt totalresultat. En bedémning gors vid varje rapportperiods
slut om det foreligger ett nedskrivningsbehov for investeringen i ett intresseféretag. Om sa ar fallet gors en
berékning av nedskrivningsbeloppet som motsvaras av skillnaden mellan atervinningsvardet och det redovisade
vardet. Nedskrivningen redovisas pa raden "Resultat fran andelar i intresseforetag” i resultatrakningen.

Tillgdngsforvarv kontra rorelseférvary

Forvarv kan klassificeras som antingen ett tillgangsforvarv eller som ett rérelseforvary. Det ar en individuell
bedémning som maste goras for varje enskilt forvarv. For bada arens samtliga transaktioner har bedémning gjorts
att de ar tillgangsforvarv.

Tillgangsforvarv

Da forvarv av dotterforetag ej avser forvarv av rérelse, utan forvarv av tillgangar i form av t.ex.
forvaltningsfastigheter, fordelas anskaffningsutgiften pa& de forvarvade tillgangarna i forvarvsanalysen vid
forvarvstidpunkten. Ett forvary av forvaltningsfastigheter klassificeras som forvarv av tillgangar om forvarvet avser
fastigheter, med eller utan hyreskontrakt, men inte innefattar den personal och de processer som kravs for att
bedriva forvaltningsverksamheten (d.v.s. i de fall dar det priméara syftet ar att forvarva ett bolags fastighet, och dar
de forvarvade foretaget saknar férvaltningsorganisation och administration eller dessa funktioner ar av
underordnad betydelse for forvarvet). En viktig skillnad i redovisning av tillgangsférvarv, jamfért med
rorelseforvarv, ar att ndgon uppskjuten skatt hanforlig till 6vervarden pa fastigheten inte redovisas vid det forsta
tillfallet tillgdngen tas upp i balansrakningen utan eventuell rabatt minskar i stallet fastighetens anskaffningsvarde
(d.v.s. anskaffningsutgiften inkluderat direkt hanférbara utgifter samt eventuell avdragen rabatt for uppskjuten
skatt). Det innebar att vardeforandringarna kommer att paverkas av skatterabatten vid efterféljande vardering. Full
uppskjuten skatt redovisas pa temporéara skillnader som uppkommer efter férvarvet. Férvarvade
forvaltningsfastigheter redovisas vid nastkommande bokslutsdag till verkligt varde, vilket kan avvika fran
anskaffningsvardet.

Rorelseforvarv

Forvarvsmetoden ska anvandas for redovisning av koncernens rérelseforvarv. Forvarvsmetoden innebér att
forvarv av ett dotterféretag betraktas som en transaktion varigenom moderféretaget indirekt forvarvar
dotterforetagets tillgdngar och skulder. Kopeskillingen for forvarvet av ett dotterbolag utgors av verkligt varde pa
overlatna tillgangar, skulder och de aktier som emitterats av koncernen. | kdpeskillingen ingar aven verkligt varde
pa alla tillgangar eller skulder som &r en féljd av en éverenskommelse om villkorad kopeskilling. Villkorade
kdpeskillingar redovisas till verkligt varde vid férvarvstidpunkten. | de fall den villkorade kopeskillingen ar
klassificerad som egetkapitalinstrument, gérs ingen omvardering och reglering gérs inom eget kapital. For évriga
villkorade kopeskillingar omvéarderas dessa vid varje rapporttidpunkt och forandringen redovisas i arets resultat.
Forvarvsrelaterade kostnader kostnadsfors nar de uppstar. Identifierbara férvarvade tillgangar och 6vertagna
skulder i ett rorelseforvarv varderas inledningsvis till verkliga varden pa forvarvsdagen. For varje forvarv avgor
koncernen om alla innehav utan bestdmmande inflytande i det férvarvade bolaget redovisas till verkligt varde eller
till innehavets proportionella andel av det forvarvade bolagets nettotillgangar. Fér Serafim innebar IFRS 3 att det
verkliga vardet pa identifierbara tillgangar och skulder i den forvarvade verksamheten faststalls vid
forvarvstidpunkten. Dessa verkliga varden innefattar aven de andelar i tillgdngarna och skulderna som &r
hénforliga till eventuella innehav utan bestimmande inflytande i den forvarvade verksamheten. Identifierbara
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tillgangar och skulder innefattar aven tillgdngar, skulder och avsattningar inklusive forpliktelser och ansprak fran
utomstaende part som inte redovisas i den férvarvade verksamhetens balansrakning. Skillnaden mellan
anskaffningsvardet for forvarvet och forvarvad andel av nettotillgangarna i den forvarvade verksamheten
klassificeras som goodwill och redovisas som immateriell tillgang i balansrakningen. Om beloppet understiger
verkligt varde for det forvarvade dotterbolagets tillgdngar redovisas mellanskillnaden direkt i rapporten éver
totalresultat. Koncerninterna transaktioner och balansposter samt orealiserade vinster och forluster pa
transaktioner mellan koncernbolag elimineras. Redovisningsprinciperna for dotterbolag ska i férekommande fall
andras for att garantera en konsekvent tillampning av koncernens principer. Fran och med forvarvstidpunkten
inkluderas i koncernredovisningen det forvarvade dotterforetagets intakter, kostnader, identifierbara tillgdngar och
skulder samt eventuell uppkommen gooduwill.

Transaktioner med innehav utan bestammande inflytande

Koncernen tillampar principen att redovisa transaktioner med innehav utan bestédmmande inflytande som
transaktioner med koncernens aktieagare. Vid forvarv fran innehavare utan bestammande inflytande redovisas
skillnaden mellan erlagd kopeskilling och den faktiska férvarvade andelen av det redovisade vardet pa
dotterforetagets nettotillgngar i eget kapital. Vinster och forluster pa& avyttringar till innehavare utan
bestammande inflytande redovisas ocksa i eget kapital.

3. Intéktsredovisning

Serafims intékter bestar i huvudsak av hyresintakter fran uthyrningsverksamhet av kommersiella fastigheter.
Hyresintakterna redovisas i den perioden som hyresgasten nyttjar lokalen i enlighet med IFRS 16 leasingavtal.
IFRS 15 kraver att en uppdelning mellan lokalhyra och serviceintékter gérs. De ataganden som Serafim iklader sig
i hyresavtalen sasom att forse lokalerna med exempelvis el och vatten ar en integrerad del av hyran i och med att
hyresgasten inte kan paverka valet av leverantor. Den service som tillhandahalls till hyresgésten har bedomts
utgora en integrerad del av hyran och ar i forhallande till totala intékter begransade. Mot bakgrund av detta
redovisas all ersattning som hyra.

Hyresintakter fran forvaltningsfastigheter redovisas i resultatrakningen baserat pa villkoren i hyresavtalen. | de fall
hyresavtalen medger en reducerad hyra som motsvaras av en hdgre hyra, periodiseras mellanskillnaden linjart
over kontraktsperioden.

En del av driftkostnaderna vidarefaktureras till hyresgésterna i form av tillagg till hyran. Dessa intékter redovisas
som Ovriga rorelseintakter.

Intakter fastighetsforséaljning

Intakt av fastighetsforsaljningar redovisas normalt pa tilltradesdagen om inte kontrollen dvergatt till kdparen vid ett
tidigare tillfalle. Den realiserade vardeférandringen for salda fastigheter bygger skillnaden mellan fastigheternas
verkliga varde vid senaste bokslutstillfallet och det pris som fastigheterna har salts for. Tidigare ars upparbetade
orealiserade vardeforandringar ingdr i fastighetens verkliga varde och synliggors darfor inte i den realiserade
vardeférandringen.

Intékter uppdragsavtal

Koncernen har i uppdragsavtalet identifierat ett distinkt prestationsatagande: projektledning samt férvaltning

av forvaltningsfastigheter och exploateringsfastigheter. Projektledningen omfattar utveckling av fastigheten mot
ett fordefinierat mal avseende driftéverskott samt vardeutveckling pa fastigheten. Ersattning erhalls kontinuerligt
over projektens 16ptid. Férvaltning omfattar teknisk och administrativ forvaltning av fastigheterna.
Uppdragsavtalen finns i de sa kallade strukturerna, de deldgda bolagen, dar Serafim erhaller Management fee for
att driva och utveckla fastigheterna. Intékterna redovisas som 0Ovrig rorelseintakt.

Intakter fran forsaljning exploateringsfastigheter
En del av koncernens intakter kommer fran forsaljning av mark till bostadskdpare, som vanligen utgors av privata

konsumenter. Intékterna redovisas som intakter fran exploateringsfastigheter. Intakten redovisas nar kunden far
kontroll 6ver marken, dvs pa 6verenskommen tilltradesdag.

Ranteintakter

Rénteintakter intdktsredovisas fordelat éver I6ptiden med tillampning av effektivrantemetoden.
4. Drift-, Férvaltnings- och Administrationskostnader
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Driftskostnader

Serafim Fastigheter-koncernens driftkostnader utgdrs av kostnader som uppkommer i samband med
fastighetsférvaltning s& som fastighetsskotsel, el, vatten, renhallning, reparationer, branslekostnader, underhaill,
tomtratt/arrende, fastighetsskatt och 6vriga driftkostnader. Driftkostnaderna redovisas i den period de avser. En
del av driftkostnaderna vidarefaktureras till hyresgasterna i form av tillagg till hyran.

Forvaltnings- och administrationskostnader

Serafim Fastigheter-koncernens férvaltnings- och administrationskostnader utgérs av personal-, kontors-, lokal-,
konsult- och marknadsforingskostnader samt avskrivningar pa inventarier.

5. Exploateringsfastigheter

Fastigheter och mark som innehas i syfte att utveckla och avyttra bostader, saval kommersiella

ytor, hyresratter och bostadsratter. Fastigheterna redovisas som omsattningstillgangar, dven om vissa fastigheter
i avvaktan p& utveckling forvaltas med hyresintakter. Projektfastigheter ska avyttras efter fardigutveckling och
klassificeras darfoér som omsattningstillgdngar och varderas i enlighet med IAS 2 Varulager. Produktionskostnader
for av Serafim fardigutvecklade fastigheter innefattar saval direkta kostnader som skélig andel av indirekta
kostnader. Rantekostnader avseende produktion av projektfastigheter tillférs anskaffningsvardet for
projektfastigheter. Fastigheter, obebyggda eller bebyggda avsedda fér produktion av bostadsratter/hyresratter
med &ganderatt och mark for projektfastigheter klassificeras som exploateringsfastigheter.

Exploateringsfastigheter redovisas I6pande till anskaffningsvarde — eller nettoférsaljningsvardet om detta &r lagre.
Resultatet redovisas nar exploateringsfastigheten fardigstallts, salts och 6verlamnats till koparen. Se &aven not 2.3
avseende beskrivning intéktsredovisning.

6. Forvaltningsfastigheter

Forvaltningsfastigheter ar hyresfastigheter som innehas for egen forvaltning. Forvaltningsfastigheter, vilka initialt
varderas till anskaffningsvarde inklusive till forvarvet direkt hanférbara utgifter, redovisas till verkligt varde enligt
IAS 40. Verkligt varde motsvaras av beddmt marknadsvéarde och faststélls genom en intern varderingsmodell. En
fullstandig vardering gors for varje fastighet i samband med arsbokslut av ett internt varderingsteam. Modellen
bygger pa en vardering av framtida betalningsstrdmmar med ett differentierat marknadsmassigt
direktavkastningskrav per fastighet. Detta innebar att marknadens direktavkastningskrav sétts i relation till
respektive fastighets driftnetto. Till detta 1&ggs det beddmda marknadsvérdet av obebyggd mark och byggratter.
Avdrag fran beraknat avkastningsvarde gors for bedomt framtida investeringsbehov. Vardeférandringar redovisas
i resultatrakningen pa separata rader uppdelat p& orealiserade vardeforandringar. Fastigheterna varderas
styckvis och inte i portfolj.

Som underlag fér beddmningen av fastigheternas varde beaktas bland annat:

Bedomning av direktavkastningskrav pa respektive marknad

Bedomning av fastigheternas specifika forutsattningar med avseende pa bland annat skick och lage
Analys av hyresnivaer, kontraktslangd, vakans- respektive hyresutveckling

Analys av befintliga hyresgaster

Forutsattningarna pa kreditmarknaderna, inflation och KPI-justering

Analys av genomfdrda och icke genomférda fastighetsaffarer.

~oooow

Vid varje varderingstillfalle justeras berakningen for de fall vasentliga férandringar i underliggande faktorer skett,
sasom direktavkastningskrav, hyresniva, uthyrningsgrad och effekter av kontrakterade forsaljningar. Betraffande
forvaltningsfastigheter som genomgar en storre ombyggnation bedéms verkligt varde under ombyggnationstiden
som regel motsvara det marknadsvarde forvaltningsfastigheten hade vid projektstart med tillagg for darefter
genomford investering och fastighetens bedémda slutvarde vid fardigstallandet.

Serafim Fastigheter-koncernens bedémning &r att fastighetsvardering befinner sig pa varderingsniva 3 (se nedan
not 3 om finansiella instrument vilket beskriver varderingsnivaderna och inneborden av dessa). Mark- och
byggratter, pa detaljplanerad mark, varderas till marknadsvarde. Verkliga varden som hanfors till niva 3 avseende
mark och byggratter har beraknats med hjalp av jamforelser av forsaljningspriser. Forsaljningspriser pa
jamférbara byggnader i omedelbar narhet har justerats for skillnader i vasentliga egenskaper, sdsom
egendomens storlek. Mest betydande indata i denna vardering &r pris per kvadratmeter.

Fastighetskop och fastighetsforsaljningar redovisas pa tilltradesdagen, da risker och formaner 6vergatt till
kdparen.
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Serafim Fastigheter-koncernens fastigheter klassificeras som forvaltningsfastigheter bortsett fran fastigheter som
utgor ett bostadsrattsprojekt. Dessa redovisas i stllet i balansrakningen som Exploateringsfastigheter, se mer
information under not 13.

Om en investering paborjas i en ny eller befintlig férvaltningsfastighet med avsikt om fortsatt anvandning som
forvaltningsfastighet i koncernen redovisas fastigheten som férvaltningsfastighet &ven under uppférande-
respektive ombyggnadsfasen. Tillkommande utgifter aktiveras om det &r sannolikt att de framtida ekonomiska
fordelarna som ar férknippade med tillgdngen kommer att komma koncernen till del. Vid stérre ny- och
ombyggnationer aktiveras rantekostnader under projektperioden fram till dess att fastigheten tas i bruk. Utgifter
avseende lopande underhall och reparationer kostnadsférs i den period de uppkommer.

7. Materiella anlaggningstillgangar

Ovriga materiella anlaggningstillgangar bestar av inventarier.

Alla materiella anlaggningstillgangar redovisas till anskaffningsvarde med avdrag for avskrivningar. |
anskaffningsvardet ingér utgifter som direkt kan hanféras till forvarvet av tillgangen.

Tillkommande utgifter laggs till tillgingens redovisade varde eller redovisas som en separat tillgéng, beroende pa
vilket som ar lampligt, endast da det ar sannolikt att de framtida ekonomiska formaner som ar férknippade med
tillgdngen kommer att komma koncernen till godo och tillgdngens anskaffningsviarde kan matas pa ett tillforlitligt
satt. Redovisat varde for den ersatta delen tas bort fran balansrékningen. Alla andra former av reparationer och
underhall redovisas som kostnader i resultatrakningen under den period de uppkommer.

Avskrivningar p& inventarier, for att fordela deras anskaffningsvarde ner till det beréknade restvardet 6ver den
beraknade nyttjandeperioden, gors linjart enligt foljande:

Inventarier 5ar

Tillgdngarnas restvarde och nyttjandeperioder prévas varje balansdag och justeras vid behov. En tillgangs
redovisade varde skrivs omgaende ner till dess atervinningsvarde om tillgdngens redovisade varde Gverstiger
dess bedomda atervinningsvarde.

Vinster och forluster vid avyttring faststalls genom en jamférelse mellan forsaljningsintékten och det redovisade
vardet och redovisas i Ovriga rorelseintakter respektive Ovriga rérelsekostnader i resultatrakningen.

Materiella anlaggningstillgangar bedéms med avseende pa vardenedgang narhelst handelser eller forandringar i
forhallanden indikerar att det redovisade vardet kanske inte &r atervinningsbart. En nedskrivning gors med det
belopp varmed tillgdngens redovisade varde éverstiger dess atervinningsvarde. Atervinningsvardet &r det hdgre
av tillgangens verkliga varde minskat med férsaljningskostnader och dess nyttjandevarde. Vid bedémning av
nedskrivningsbehov grupperas tillgangar pa de lagsta nivaer dar det finns separata identifierbara kassafloden
(kassagenererande enheter).

8. Finansiella instrument

Finansiella instrument som redovisas i balansrakningen inkluderar pa tillgangssidan, andra langfristiga fordringar,
likvida medel, kundfordringar, 6vriga fordringar. Bland skulder aterfinns leverantorsskulder, laneskulder, évriga
skulder samt moderbolagets skulder till koncernféretag och évriga langfristiga skulder.

Kundfordringar och utfardade skuldinstrument redovisas nar de &r utgivna. Ovriga finansiella tillgangar och
finansiella skulder redovisas nar koncernen blir part i instrumentets avtalsmassiga villkor.

Finansiella instrument redovisas initialt till verkligt varde motsvarande anskaffningsvarde, med tillagg for
transaktionskostnader, med undantag fér kategorin finansiella instrument redovisade till verkligt varde via
resultatrakningen dar transaktionskostnader inte ingar.

En finansiell tillgang tas bort fran balansrakningen nér rattigheterna i avtalet realiseras, forfaller eller foretaget inte
langre har kontroll éver den. En finansiell skuld tas bort fran balansrakningen néar forpliktelsen i avtalet
fullgjorts eller pd annat sétt utslackts.

Finansiella tillgangar och finansiella skulder ska kvittas och redovisas med ett nettobelopp i rapporten 6ver
finansiell stallning endast nar koncernen har en legal rétt att kvitta de redovisade beloppen och héarfér avsikt att
reglera posterna med ett nettobelopp eller att samtidigt realisera tillgangen och reglera skulden.
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Klassificering och vardering finansiella tillgangar

De kategorier som ar tillampliga for Serafims finansiella tillgangar ar upplupet anskaffningsvarde och verkligt
varde via resultatet.

En finansiell tillgng varderas till upplupet anskaffningsvarde om den innehas i syfte att erhalla avtalsenliga
kassafléden och den ger vid bestdmda tidpunkter upphov till kassafléden som endast ar betalningar av
kapitalbelopp och ranta pa det utestaende kapitalbeloppet. Serafims finansiella tillgangar som ingar i denna
kategori ar kundfordringar, kassa och bank, andra langfristiga fordringar samt dvriga fordringar.

Kundfordringarnas férvantade 16ptid ar dock kort, varfor vardet redovisas till nominellt belopp utan diskontering.
Kundfordringar redovisas till det belopp som beraknas inflyta, det vill sdga efter avdrag for reserv fér férvantade
kreditforluster. Likvida medel samt évriga tillgdngar med kort 16ptid redovisas till nominellt varde.

Klassificering och vardering finansiella skulder
Samtliga finansiella skulder klassificeras till upplupet anskaffningsvérde vid forsta redovisningstillfallet.

Efterfoljande vardering av ovriga finansiella skulder sker till upplupet anskaffningsvarde med
effektivrantemetoden. Rantekostnader och vinster eller forluster vid borttagning frén balansrakningen redovisas i
resultatet. Framst koncernens rantebarande skulder ingér i denna kategori. Leverantorsskulder och andra korta
rorelseskulder som utg6r finansiella skulder redovisas med anledning av den korta I6ptiden till nominellt véarde.

Nedskrivning av finansiella tillgangar

Koncernens finansiella tillgangar, forutom de som klassificeras till verkligt varde via resultatet eller eget
kapitalinstrument som varderas till verkligt varde via 6vrigt totalresultat, omfattas av nedskrivning for férvantade
kreditforluster. Nedskrivning for kreditforluster enligt IFRS 9 ar framatblickande och en forlustreservering gors nar
det finns en exponering for kreditrisk, vanligtvis vid forsta redovisningstillfallet. Férvantade kreditforluster
aterspeglar nuvardet av alla underskott i kassafloden hanforliga till fallissemang antingen for de nastkommande
12 ménaderna eller for den forvantade aterstaende loptiden for det finansiella instrumentet, beroende pa
tillgangsslag och pa kreditférsamring sedan forsta redovisningstillfallet. Férvantade kreditforluster aterspeglar ett
objektivt, sannolikhetsvagt utfall som beaktar flertalet scenarier baserade pa rimliga och verifierbara prognoser.
Den forenklade modellen tillampas for kundfordringar och avtalstillgngar. En forlustreserv redovisas, i den
férenklade modellen, for fordrans eller tillgangens forvantade aterstaende l6ptid. Detta innebér att Serafim for
kundfordringar har tagit sin utgangspunkt i historiska kreditforluster och justerat med framatblickande skattningar.
For 6vriga poster som omfattas av foérvantade kreditférluster tillampas en nedskrivningsmodell med tre stadier.
Initialt, samt per varje balansdag, redovisas en forlustreserv for de nastkommande 12 manaderna, alternativt for
en kortare tidsperiod beroende pa aterstaende I6ptid (stadie 1). Koncernens tillgangar har bedomts vara i stadie
1, det vill sdga, det har inte skett nagon vasentlig 6kning av kreditrisk. De finansiella tillgAngarna redovisas i
balansrékningen till upplupet anskaffningsvarde, det vill sdga, netto av bruttovarde och forlustreserv. Férandringar
av forlustreserven redovisas i resultatrakningen.

9. Kundfordringar

Kundfordringarnas forvantade 16ptid ar dock kort, varfor vardet redovisas till nominellt belopp utan diskontering,
minskat med eventuell reservering for vardeminskning. Reserveringens storlek utgdrs av skillnaden mellan
tillgangens redovisade varde och nuvardet av forvantade framtida kassafléden, diskonterade med den
ursprungliga effektiva rantan. Saval forluster avseende kundfordringar som atervunna tidigare nedskrivna
kundfordringar redovisas i resultatrakningen i funktionen Driftskostnader.

Redovisat varde for kundfordringar, efter eventuella nedskrivningar, férutsatts motsvara dess verkliga varde,
eftersom denna post ar kortfristig i sin natur.

10. Likvida medel
| likvida medel ingar kassa och banktillgodohavanden.
11. Aktiekapital

Stamaktier och preferensaktier klassificeras som eget kapital. Transaktionskostnader som direkt kan hanforas till
emission av nya aktier redovisas, netto efter skatt, i eget kapital som ett avdrag frdn emissionslikviden.
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12. Leverantdrsskulder

Leverantdrsskulder redovisas inledningsvis till verkligt varde och darefter till upplupet anskaffningsvarde med
tillampning av effektivrantemetoden. Redovisat varde for leverantdrsskulder forutsatts motsvara dess verkliga
varde, eftersom denna post ar kortfristig till sin natur.

13. Upplaning

Uppl&ning (Uppl&ning - langfristig, Ovriga langfristiga skulder, Skulder till koncernféretag — l&ng- och

kortfristig samt Upplaning - kortfristig) redovisas inledningsuvis till verkligt varde, netto efter transaktionskostnader.
Uppléning redovisas darefter till upplupet anskaffningsvarde och eventuell skillnad mellan erhéllet belopp (netto
efter transaktionskostnader) och aterbetalningsbeloppet redovisas i resultatrakningen fordelat dver laneperioden,
med tillampning av effektiviantemetoden.

Upplaning klassificeras som kortfristiga skulder om inte koncernen har en ovillkorlig ratt att skjuta upp betalning
av skulden i atminstone 12 manader efter balansdagen.

Lanekostnader (rantekostnader och transaktionskostnader) avseende forvaltningsfastigheter redovisas i
resultatrakningen enligt effektiviantemetoden och aktiveras avseende exploateringsfastigheter.

14. Aktuell och uppskjuten skatt

Den aktuella skattekostnaden berdknas pa basis av de skatteregler som pa balansdagen ar beslutade eller i
praktiken beslutade i de lander dar moderféretagets dotterféretag &r verksamma och genererar skattepliktiga
intakter. Ledningen utvarderar regelbundet de yrkanden som gjorts i sjalvdeklarationer avseende situationer dar
tillampliga skatteregler ar foremal for tolkning och gor, nar sa bedoms lampligt, avsattningar for belopp som
troligen ska betalas till skattemyndigheten.

Avsattning for uppskjuten skatt beraknas enligt balansrakningsmetoden pa alla temporéara skillnader som
uppkommer mellan redovisade och skatteméassiga varden pa tillgangar och skulder. Uppskjutna skattefordringar
och uppskjutna skatteskulder varderas i balansrakningen till nominella belopp och enligt de skatteregler och
skattesatser som &r beslutade eller aviserade per balansdagen.

Per balansdagen 2021-12-31 var skattesatsen: 20,6%

Per balansdagen 2022-12-31 var de beslutade skattesatserna:
- Ré&kenskapsar som inleds 2023-01-01: 20,6%

Undantag gors for temporara skillnader som uppkommit vid forsta redovisningen av tillgangar och skulder som
utgor tillgangsforvarv. For dessa redovisas ingen uppskjuten skatt. | Serafim Fastigheter-koncernen finns
huvudsakligen en post dar det féreligger temporéra skillnader som utgdr grund fér redovisning av uppskjuten
skatt:

- Forvaltningsfastigheter

Uppskjuten skatteskuld bestar framst av temporara skillnader mellan fastigheterna redovisade varde och deras
skattemassiga varde — men aven den uppskjutna skatten pa obeskattade reserver.

Uppskjuten skattefordran avseende avdragsgilla temporara skillnader och underskottsavdrag redovisas i den man
det ar sannolikt att den kommer att kunna anvéandas mot framtida vinster och darmed medféra lagre
skatteutbetalningar.

Vid férandringar i redovisade varden och skatteméssiga varden avseende ovan specificerade poster férandras
sdledes aven den uppskjutna skatteskulden respektive uppskjutna skattefordran. Férandringen i varde redovisas i
resultatrakningen som uppskjuten skatt.

| balansrakningen nettoredovisas uppskjuten skattefordran och uppskjuten skatteskuld om det &r samma motpart
(Skattemyndigheten i Sverige), det finns en legal ratt att kvitta fordran mot skuld samt om avsikten finns att kvitta
skattefordran och skatteskuld. | noterna &r de uppskjutna skattefordringarna och de uppskjutna skatteskulderna
bruttoredovisade.
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15. Erséttningar till anstallda
Pensionsforpliktelser

Inom koncernen férekommer enbart s.k. avgiftshestamda pensionsplaner. For avgiftsbestdmda pensionsplaner
betalar Serafim Fastigheter-koncernens avgifter till offentligt eller privat administrerade pensionsforséakringsplaner
pa obligatorisk, avtalsenlig eller frivillig basis. Koncernen har inga ytterligare betalningsforpliktelser nar avgifterna
val &r betalda. Avgifterna redovisas som personalkostnader nar de forfaller till betalning. Forutbetalda avgifter
redovisas som en tillgang i den utstrackning som kontant aterbetalning eller minskning av framtida betalningar
kan komma koncernen tillgodo.

Ersattningar vid uppsagning

Ersattningar vid uppsagning utgar nar en anstallds anstéllning sagts upp av Serafim Fastigheter-koncernen fére
normal pensionstidpunkt eller da en anstalld accepterar frivillig avgang i utbyte mot sadana ersattningar. Serafim
Fastigheter-koncernen redovisar avgangsvederlag nar koncernen bevisligen ar forpliktad endera att séga upp
anstallda enligt en detaljerad formell plan utan majlighet till aterkallande, eller att lamna erséttningar vid
uppsagning som resultat av ett erbjudande som gjorts for att uppmuntra till frivillig avgang. Férméaner som forfaller
mer an 12 manader efter balansdagen diskonteras till nuvarde.

Vinstandels- och bonusplaner

Koncernen redovisar en skuld och en kostnad fér bonus och vinstandelar, baserat p& en formel som beaktar den
vinst som kan hanféras till Moderforetagets aktiedgare efter vissa justeringar. Koncernen redovisar en avsattning
nar det finns en legal forpliktelse eller en informell forpliktelse pa grund av tidigare praxis.

16. Avsattningar

Avséttningar redovisas nar Koncernen har en legal eller informell férpliktelse till féljd av tidigare handelser, det ar
sannolikt att ett utfldde av resurser kommer att kravas for att reglera atagandet, och beloppet har beraknats pa ett
tillforlitligt satt. Inga avsattningar gors for framtida rorelseforluster.

Avsattningarna varderas till nuvardet av det belopp som férvantas kréavas for att reglera forpliktelsen. Harvid
anvands en diskonteringsranta fore skatt som aterspeglar en aktuell marknadsbedémning av det tidsberoende
vardet av pengar och de risker som &r forknippade med avséttningen. Den 6kning av avsattningen som beror pa
att tid forflyter redovisas som rantekostnad.

Det forekommer inga avsattningar i ndgon av presenterade perioder.
17. Eventualforpliktelser

En eventualforpliktelse redovisas nar det finns ett mojligt atagande som harror fran intraffade handelser och vars
forekomst bekréaftas endast av en eller flera osékra framtida handelser eller nar det finns ett atagande som inte
redovisas som en skuld eller avsattning pa grund av det inte &r troligt att ett utflode av resurser kommer att
kravas.

18. Leasing
Koncernen som leasetagare

Ett kontrakt avseende nyttjanderétt tas upp som en tillgdng och en motsvarande skuld, fran det datum da den
leasade tillgangen ar tillganglig for koncernen. En leasingbetalning delas upp mellan amortering av skuld och
rantekostnad. Rantekostnaden for respektive period berdknas enligt annuitetsmetoden. Tillgdngar med
nyttjanderatt skrivs av planenligt éver leasingkontraktets langd, eller om &ganderatten dverfors i slutet av
leasingperioden, 6ver den kortare av tillgdngens ekonomiska livslangd och leasingkontraktets langd.

Tillgangar och skulder hanforliga till leasing varderas initialt till verkligt varde.

Leasingskulden inkluderar nuvéardet av féljande betalningar:
- Lopande fasta betalningar
- Rorliga avgifter som baseras pa ett index eller ett pris
- Kopoption om det ar rimligt sékert att denna méjlighet kommer att utnyttjas
- Belopp som ar férvantade att betalas ut enligt ett atagande om restvardesgaranti

Framtida betalningar ar diskonterade till nuvarde med kontraktets implicita ranta, eller d denna inte enkelt kan
faststéllas, koncernens marginella Ianeranta fér en motsvarande tillgdng med motsvarande sakerhet.
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Nyttjanderattstillgdngen varderas initialt till anskaffningsvarde och omfattar féljande:
- Den summa leasingskulden ursprungligen varderats till
- Leasingavgifter som betalats vid eller fore inledningsdatum for kontraktet, ex. forsta forhojd avgift
- Direkta kostnader och aterstallningskostnader

Den efterfoljande varderingen av nyttjanderattstillgangen foljer vad som anges i avsnitt 2.7 Materiella
anlaggningstillgangar.

Tillampning av praktiska undantag

Koncernen tillampar de praktiska undantagen avseende korttidsleasingavtal och leasingavtal dar den
underliggande tillgangen &r av &gt varde.

Betalningar hanforliga till korttidskontrakt eller for kontrakt av mindre vérde kostnadsfors |6pande i
resultatrakningen. Korttidskontrakt avser kontrakt med en leasingperiod om hogst 12 manader. Mindre véarde ar
av ledningen beddomt som de fall dar vardet for en leasad tillgang, nar den &r ny understiger 30 000 SEK.

Mot bakgrund av tillampningen av det praktiska undantaget redovisar koncernen inte nagra leasingavtal
avseende bada rakenskapsaren.

Beddmning avseende forhyrd kontorsyta

| och med att kostnaden for nyttjande av kontorsyta &r helt rorlig och baseras pa antal arsanstallda och att det
inte finns nagra andra avgifter som enligt IFRS 16 ska inkluderas i varderingen av leasingskulden samt att det inte
beddms sannolikt att Serafim kommer att fortsétta nyttja lokalerna efter att det faktiska hyresavtalet [6pt ut 2028-
03-31 &r var bedémning att ingen leasingskuld, och, och darmed inte heller ndgon nyttjanderéttstillgéng, ska
redovisas i balansrakningen i Serafim Fastigheter avseende nyttjandet av kontorsytor. Kostnaderna redovisas i
stallet I6pande i resultatet avseende bada rakenskapsaren.

Koncernen som leasegivare

Koncernen hyr ut fastigheter och lokaler till sina kunder via leasingavtal. Dessa avtal klassificeras antingen som
operationella eller finansiella leasingavtal i enlighet med IFRS 16.

Inneborden av ett operationellt leasingavtal ar att koncernen bibehaller de risker och formaner som ar
forknippande med agandet av tillgangen. Vid ett finansiellt leasingavtal har koncernens kund 6vertagit de
forméaner och risker som ar forknippade med dgandet eller nyttjanderatten och det likstalls da med ett
avbetalningskop.

| de fall bedémning skett att leasingavtalet ar ett s.k. operationellt leasingavtal bibehaller koncernen den uthyrda
tillgangen i balansrakningen. Se avsnitt 2.3 om Intaktsredovisning for en beskrivning av koncernens intakter
kopplade till operationella leasingavtal vilket avser hyreskontrakt hanforliga till férvaltningsfastigheter.

| de fall avtalet bedomts utgora ett finansiellt leasingavtal tas den materiella anlaggningstillgangen eller
nyttjanderattstillgangen bort frdn balansrakningen vid inledningsdatum av kontraktet. En lang- respektive
kortfristig finansiell fordran redovisas vid ingangen av avtalet mot kund och en motsvarande intékt redovisas. |
takt med att inbetalningar sker fran kund redovisas en amortering av fordran. Ranteintakten for respektive period
berdknas enligt annuitetsmetoden.

Fordran redovisas inledningsvis till ett belopp som motsvarar nettoinvesteringen i leasingavtalet.
Nettoinvesteringen utgdrs av alla framtida betalningar av fasta avgifter och rorliga avgifter som baseras pa ett
index eller ett pris, diskonterade till nuvarde med kontraktets implicita ranta.

Serafim gér bedomningen att det under bada rapportperioder endast finns operationella leasingavtal.
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19. Nedskrivningar

Vissa tillgangar sdsom materiella anlaggningstillgangar (exklusive forvaltningsfastigheter), exploaterings- och
projektfastigheter och pagaende arbete bostadsratter omfattas av nedskrivningsprévning enligt IAS 36
Nedskrivningar. Nar det finns indikation pa att en tillgdng minskat i varde gérs en bedémning av tillgangens
redovisade varde. | de fall det redovisade vardet 6verstiger det beraknade atervinningsvéardet skrivs tillgangen
ned till sitt &tervinningsvarde. En nedskrivning redovisas i resultatrakningen. En tidigare gjord nedskrivning
reverseras om forutséttningar for nedskrivningen inte langre foreligger. Reversering gors maximalt upp till
tillgangens anskaffningsvarde med avdrag for beraknade planenliga avskrivningar fram till balansdagen.
Reversering sker dver resultatrakningen.

20. Utdelningar

Utdelning till redovisas som skuld i Koncernens finansiella rapporter i den period da utdelningen godkanns av
moderforetagets aktiedgare. Utdelningar kommer att foreslas infér 2023 ars arsstamma avseende
verksamhetsaret 2022.

21. Redovisningsprinciper i moderbolaget

Redovisningsprinciperna i moderbolaget éverensstammer i allt vasentligt med koncernredovisningen.
Moderbolagets redovisning ar uppréttad i enlighet med RFR 2 Redovisning for juridiska personer och
Arsredovisningslagen. RFR 2 anger undantag frén och tillagg till de av IASB utgivna standarder samt av IFRIC
utgivna uttalanden. Undantagen och tillaggen ska tillampas fran det datum da den juridiska personen i sin
koncernredovisning tillampar angiven standard eller uttalande.

28

Moderforetaget anvander de uppstallningsformer som anges i Arsredovisningslagen, vilket bland annat medfor att

en annan presentation av eget kapital tillampas.

Aktier i dotterféretag

Aktier i dotterforetag redovisas till upplupet anskaffningsvarde efter avdrag fér eventuella nedskrivningar. Nar det
finns en indikation p& att aktier och andelar i dotterbolag minskat i varde goérs en berakning av atervinningsvardet.

Ar detta lagre &n det redovisade vardet gors en nedskrivning. Nedskrivningar redovisas i posten Resultat frén
andelar i koncernféretag.

Andelar i intressefdretag

Andelar i intresseféretag redovisas till upplupet anskaffningsvérde efter avdrag fér eventuella nedskrivningar. Nar

det finns en indikation p& att aktier och andelar i dotterbolag minskat i véarde gérs en berékning av
atervinningsvardet. Ar detta lagre an det redovisade vardet gors en nedskrivning. Nedskrivningar redovisas i
posten Resultat fran intresseféretag.

Finansiella instrument

Moderbolaget tillampar undantaget i IFRS 9 att inte vardera finansiella instrument till verkligt varde. |
moderbolaget varderas finansiella anlaggningstillgdngar till anskaffningsvarde minskat med eventuell
nedskrivning.

Leasingavtal

Moderbolaget anvéander undantaget géllande tillampning av IFRS 16 Leasingavtal, vilket innebér att all leasing
redovisas som kostnad linjart 6ver leasingperioden.

Finansiella garantiavtal

Reglerna om finansiella garantiavtal har ej tillampats avseende garantiavtal till forman for dotterféretag. | stallet
redovisas dessa i enlighet med IAS 37 och innebér att redovisning sker som eventualforpliktelse.

Koncernbidrag och aktiedgartillskott

Aktiedgartillskott fors direkt mot eget kapital hos mottagaren och aktiveras som aktier i dotterféretag hos givaren, i

den man nedskrivning inte erfordras. Koncernbidrag redovisas enligt alternativregeln, d.v.s. som
bokslutsdisposition.
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22. Definitioner av nyckeltal
Avkastning péa eget kapital, %
Resultat efter skatt dividerat med utgédende eget kapital. Anges for att belysa avkastningen pé eget kapital.
Belaningsgrad, %

Externa rantebarande skulder vid periodens utgang i relation till férvaltningsfastigheternas verkliga varde och till
exploateringsfastigheternas bokférda varde. Anges for att belysa bolagets finansiella risk.

Direktavkastning fastigheter, %

Driftnetto i forhallande till fastigheternas bokforda varde. Nyckeltalet visar avkastningen fran den operativa
verksamheten i forhallande till fastigheternas bokforda varde.

Driftnetto

Hyresintakter med avdrag for driftkostnader, reparationer och underhall, fastighetsadministration, fastighetsskatt
samt tomtrattsavgald. Anges for att belysa den I6pande intjaningen i férvaltningsverksamheten.

Fastighet, ST
Registerfastighet som innehas med aganderétt eller tomtréatt.
Likvida medel

Kassa- och bankmedel samt kortfristiga placeringar med kortare |6ptid &n tre manader. Anges for att belysa
bolagets betalningsberedskap.

Skuldséttningsgrad, %

Rantebéarande skulder justerat for likvida medel dividerat med réanteb&rande skulder justerat for likvida medel plus
eget kapital. Anges for att belysa hur stor andel av verksamheten som ar finansierad via externa medel kontra
eget kapital.

Soliditet, %

Eget kapital dividerat med balansomslutningen pa balansdagen. Anvands for att belysa bolagets finansiella
stabilitet.

Totalavkastning totalt bestand, %

Summan av driftnetto och vardeférandring i forhallande till balansomslutning. Anges for att belysa avkastningen
pa totala tillgangar.

Overskottsgrad, %

Driftnetto dividerat med hyresintékter. Anges for att belysa den I6pande intjaningen i férvaltningsverksamheten.
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Not 3. Finansiell riskhantering

Serafim Fastigheter-koncernen utséatts genom sin verksamhet for olika finansiella risker: marknadsrisk (ranterisk),
kreditrisk och likviditetsrisk/finansieringsrisk. Koncernens évergripande riskhanteringspolicy fokuserar pa
oférutsagbarheten pa de finansiella marknaderna och efterstravar att minimera potentiella ogynnsamma effekter
pa resultat och likviditet p.g.a. finansiella risker.

Riskhanteringen skots av verkstéllande direktdr och styrelsen enligt riktlinjer som faststalls av styrelsen. Den
dvergripande malsattningen for finansiella risker ar att tillhandahélla kostnadseffektiv finansiering och
likvidhantering samt sékerstalla att alla betalningsataganden hanteras i ratt tid.

Marknadsrisk

Marknadsrisk ar att risken for att verkligt varde pa eller framtida kassafléden fran ett finansiellt instrument varierar
pa grund av forandringar i marknadspriser. Marknadsrisker indelas av IFRS i tre typer, valutarisk, ranterisk och
andra prisrisker. Den marknadsrisk som paverkar koncernen utgors av ranterisk. | dagslaget har koncernen inte

nagra lan eller innehav som exponerar koncernen for valutarisk eller annan prisrisk.

Ranterisk

Ranterisk ar risken for att verkligt varde eller framtida kassafléden fran ett finansiellt instrument varierar pa grund
av forandringar i marknadsrantor.

Koncernens ranterisk uppstar framst genom langfristig upplaning frdn seniorbanker. Koncernen har generellt valt
upplaning med rorlig ranta. Koncernen har i dagslaget valt att inte méta denna risk med rantederivat.

Koncernen har inga vasentliga rantebarande tillgangar.

Kanslighetsanalys réanterisk

Koncernen har ca. 29 mkr (145 mkr foregdende ar) i upplaning fran seniorbanker till rorlig ranta. En
ranteférandring om +/- 3 % har en effekt om 0,87 mkr (1,45 mkr féregdende ar) pa resultatet efter finansnetto.

Ovrig upplaning utgors i allt vasentligt av 1&n fran externa foretag pa ca. 25,7 mkr (32 mkr foregédende &r) och fran
koncernforetag pa ca. 41,3 mkr (84 mkr foregdende ar) dar rantan ar fast och férandringar i marknadsrantor inte
ger upphov till ranteférandringar.

Kreditrisk

Kreditrisk &r risken att en kund eller en motpart i ett finansiellt instrument inte kan fullgéra sin skyldighet och
darigenom férorsaka koncernen en finansiell forlust.

Serafim Fastigheter-koncernens kredit- och motpartsrisker bestar i att leverantérer, partners eller kunder inte kan
fullgéra sina ataganden eller betalningar enligt avtal.

| koncernen ar kreditrisken framfor allt fordelad p& hyresgaster inom ett stort antal branscher och hyran betalas i
forskott. Det kan i samband med transaktioner finnas en kreditriskexponering mot enskilda parter. Vid sadana
tillfallen gors en riskbedémning och om det beddms nédvéandigt tas extra sakerheter in for att minimera
kreditrisken.

Avseende maximal exponering avseende kreditrisk se not 17 och 18.

Likviditetsrisk/Finansieringsrisk

Koncernens finansiering bestar primart av eget kapital och rantebarande skulder sdsom banklan och byggkreditiv.
Rantebarande skulder ar, till stérsta del, upptagna direkt av koncernens fastighetsdgande dotter- och
intressebolag. Motparter ar svenska affarsbanker, privata investerare och leverantorer.

Moderbolaget Serafim Fastigheter har huvudsakligen rantebarande skulder mot sina agare. | mindre utstrackning
finns rAntebarande skulder dar motparten ar externa investerare.

Med finansieringsrisk avses risken att likvida medel inte finns tillgdngliga och att finansiering bara delvis eller inte
alls kan erhallas alternativt till forhojd kostnad. Koncernen véander sig mot flera olika svenska banker for att inte
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std med risken mot en enskild bank, LTV eller Loan to value ligger generellt under 50% i alla ranteb&arande 1an
samt lanen har olika léptider.

Likviditetsrisk ar risken for att koncernen far svarigheter att fullgéra sina forpliktelser som sammanhénger med
finansiella skulder. Serafim Fastigheter hanterar likviditetsrisker genom att kontinuerligt félja upp kassafléde och
likviditetsprognos for att reducera likviditetsrisken och sakerstélla betalningsformagan.

Per den 31 december 2022 har koncernen tillgangliga likvida medel om 29,5 msek. Per den 31 december 2021
hade koncernen tillgangliga likvida medel pa 8,9 msek.

| tabellen nedan aterfinns de odiskonterade kassafloden som kommer av koncernens skulder i form av finansiella
skulder, baserat pa de vid balansdagen kontrakterade tidigaste aterstdende I6ptiderna. De belopp som forfaller
inom 12 manader 6verensstammer med bokférda belopp, eftersom diskonteringseffekten ar ovasentlig.

Belopp som ska betalas baserat pa en rorlig ranta har uppskattats genom att anvanda de pa balansdagen
gallande valutakurserna och réntesatserna.

Koncernen Mindre &n 1 &r Mellan 1 och 2 Mellan 2 och 5 Mer &n 5 &r
Belopp i tusental kronor (tkr) ar ar

Per 31 december 2022

Upplaning 29 498 - - -
Ovriga langfristiga rantebarande

skulder 1037 1037 3111 26 945
Ovriga kortfristiga rantebarande

skulder - - - -
Upplaning fran koncernforetag 33 648 - - 9 950
Leverantdrsskulder 1007 - - -
Totalt 65 190 1037 3111 36 895

Per 31 december 2021

Ovriga langfristiga rantebarande

skulder 1240 1240 3720 34 232
Ovriga kortfristiga réantebarande

skulder 3698 - - -
Upplaning fran koncernféretag 87 876 . - -
Leverantorsskulder 9196 - - -
Totalt 121 977 43 515 79 529 57 281

Hantering av kapitalrisk

Malet avseende kapitalstrukturen &r att trygga koncernens forméaga att fortsatta sin verksamhet, sa att den kan
fortsatta att generera avkastning till aktieagarna och nytta fér andra intressenter och att uppratthalla en optimal
kapitalstruktur for att halla kostnaderna for kapitalet nere.

Pa samma satt som andra foretag i branschen bedémer Serafim Fastigheter-koncernen kapitalet pa basis av
skuldsattningsgraden. Detta nyckeltal berdknas som nettoskuld dividerat med totalt kapital. Nettoskuld beréknas
som total upplaning (omfattande posterna kortfristig Upplaning, kortfristig rantebarande Skulder till
koncernforetag, Ovriga kortfristiga rantebarande skulder samt Langfristig uppl&ning i koncernens balansrakning)
med avdrag for likvida medel. Totalt kapital berdknas som Eget kapital i koncernens balansrékning plus
nettoskulden.
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Skuldséttningsgraden per den 31 december 2022 och 31 december 2021 var som féljer:

2022-12-31 2021-12-31
Total rantebérande upplaning 95 924 247 042
Avgar: likvida medel not 22 -29 475 -8 936
Nettoskuld 66 449 238 106
Totalt eget kapital 247 011 293 657
Summa kapital 313 460 531 763
Skuldséttningsgrad 21 % 45 %

Not 4. Intakter

Samtliga hyreskontrakt klassificeras som operationella leasingavtal.

Intékter 2022 2021
Bostéder 130 156
Lokaler, garage 12 899 23461
Ovriga hyresintakter 195 -
Ovriga intékter 175 191
Intakter enligt resultatrakning 13 399 23 808

Forfallostrukturen avseende samtliga hyreskontrakt som avser ej uppsagningsbara operationella leasingavtal framgar
av tabellen nedan.

Avtalade framtida hyresintakter avseende 2022-01-01 - 2021-01-01 -
kommersiella lokaler 2022-12-31 2021-12-31
Avtalade hyresintakter inom 1 ar 15 430 18 411
Avtalade hyresintakter mellan 31996 6 818
lochb5ar - -
Avtalade hyresintakter senare 2 497 2101
ans ar

Summa lokaler 49 923 27 330
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Avtalade framtida hyresintakter bostader och

33

parkering? 2022 2021
Bostader 39 39
Parkering

Summa bostader och parkering 36 39
1) Beloppen i tabellen ovan avser 3 mé&naders avtalad hyra,

da kontrakt avseende bostader och parkeringar normalt har 3 manaders uppsagningstid.

Hyresintakter, Tkr 2022 2021
Taby 2 236 3535
Nacka - 494
Haninge 1675 1624
Habo - 218
Sddertélje 5745 6 838
Sigtuna - 1808
Vallentuna 133 156
Sollentuna 1912 5781
Upplands Vashy 1522 3163
Summa hyresintékter 13223 23617
Kr/kvm? 2022 2021
Téaby 1224 3090
Nacka 0 1392
Haninge 1167 1436
Habo 0 600
Sddertalje 693 9229
Sigtuna 0 2016
Vallentuna 1552 86
Sollentuna 1046 5915
Upplands vashy 564 3513

1 Angivna kr/kvm avser de fastigheter som Serafim Fastigheter dgde vid periodens utgéng,
varvid forvarvade fastigheter och fardigstallda projekt har uppréaknats till arstakt.
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Not 5. Viktiga uppskattningar och bedémningar vid tilldampning av koncernens
redovisningsprinciper

Uppskattningar och bedémningar utvarderas lépande och baseras pa historisk erfarenhet och andra faktorer,
inklusive forvantningar pa framtida handelser som anses rimliga under rddande forhallanden.

Viktiga uppskattningar och antaganden foér redovisningsandamal

Vid upprattandet av de finansiella rapporterna méaste foretagsledningen och styrelsen géra vissa bedomningar
och antaganden som péaverkar det redovisade vérdet av tillgdngs och skuldposter respektive intakts och
kostnadsposter samt lamnad information i 6vrigt. Beddmningarna baseras pa erfarenheter och antaganden som
ledningen och styrelsen bedémer vara rimliga under rddande omstandigheter. Faktiskt utfall kan sedan skilja sig
fran dessa

bedémningar om andra forutsattningar uppkommer. Nedan beskrivs de bedémningar som ar mest vasentliga vid
upprattandet av foretagets finansiella rapporter.

Beddmning av verkligt varde forvaltningsfastigheter

Redovisningen ar speciellt kanslig for de bedémningar och antaganden som ligger till grund fér varderingen av
forvaltningsfastigheter. Forvaltningsfastigheter redovisas till verkligt varde, vilket faststalls av féretagsledningen
baserat pa fastigheternas marknadsvarde. Vasentliga bedémningar har darmed gjorts avseende bland annat
kalkylranta och direktavkastningskrav som baseras pa varderarnas erfarenhetsmassiga bedomningar av
marknadens forrantningskrav pa jamforbara fastigheter. Bedémningar av kassaflodet for drifts, underhalls och ar
baserade pa faktiska kostnader som kan anses utgéra en forvantad framtida forekommande kostnad. Framtida
investeringar har bedomts utifrdn det faktiska behov som foreligger. F6r mer information om indata och
beddmningar vid vardering av férvaltningsfastigheter, se not 14 Férvaltningsfastigheter.

Kéanslighetsanalys forvaltningsfastigheter

Koncernen har ca 200 mkr (360 mkr féregdende ar) i bokfort varde pa forvaltningsfastigheterna. En férandring av
marknadsvardet om +/- 5 % har en effekt om 10 mkr (18 mkr foregdende ar) pa resultatet efter finansnetto.

Beddmning avseende exploateringsfastigheter

Projektfastigheter klassificeras som omsattningstillgdngar och redovisas till det lagsta av anskaffningsvardet och
nettoforsaljningsvardet. Bedomning av nettoférsaljningsvardet baseras pa en rad antaganden, till exempel
forsaljningspriser, produktionskostnader, markpriser, hyresnivaer, avkastningskrav samt mojliga tidpunkter for
produktionsstart och/eller forséljning. Serafim prévar kontinuerligt gjorda antaganden och féljer [6pande
marknadsutvecklingen. Skillnaden mellan bokfort varde och nettoférsaljningsvarde &r i vissa fall sma. En
forandring i gjorda beddmningar kan leda till nedskrivningsbehov.

Bedomning avseende klassificering som ett tillgangs- eller rérelseférvarv

Vid forvarv av foretag gors en bedémning av om forvarvet ska klassificeras som ett tillgangs eller rérelseforvary.
Ett tillgangsforvarv foreligger om forvarvet avser fastigheter men inte innefattar organisation och de processer
som kravs for att bedriva forvaltningsverksamheten. Ovriga forvary ar rérelseforvarv. Vid fastighetstransaktioner
gors ocksa en bedémning av nar évergangen av risker och formaner sker. Denna beddémning ar vagledande for
nar transaktionen ska redovisas. Foretagsledningen beddmer vid varje enskilt forvarv eller férséljning om
transaktionen ska redovisas som en rorelse eller tillgangsforvarv samt nar den ska redovisas.

Beddmning avseende intéktsredovisning bostadsprojekt

Serafim har utrett huruvida koncernen innehar bestammande inflytande 6ver de bostadsréattsforeningar till vilka
bostadsrattsképarna utgér kunder. Serafim har gjort beddmningen att koncernen kontrollerar
bostadsrattsforeningens relevanta verksamheter under produktionsfasen av bostadsfastigheten samt kan
anvanda kontrollen till att paverka avkastningen fran projekten. Serafim konsoliderar darfor
bostadsrattsforeningen under produktionsfasen.

Beddmning avseende uppskjuten skatt

En annan bedoémningsfraga i redovisningen beror varderingen av uppskjuten skatt. Med beaktande av
redovisningsreglerna redovisas uppskjuten skatt nominellt utan diskontering. Aktuell skatt har beraknats utifran en
nominell skattesats om 20,6 procent. Avseende uppskjuten skatt redovisas full nominell skatt om 20,6 procent,
med avdrag for den uppskjutna skatt som ar hanforlig till tillgangsforvarv. Vid vardering av underskottsavdrag gors
en bedémning av mdjligheten att kunna utnyttja underskotten mot framtida vinster.
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Not 6. Kostnader férdelade pa kostnadsslag
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2022-01-01 2021-01-01
Koncernen 2022-12-31 2021-12-31
Direkta kostnader for fastighetsdrift (Driftskostnader) -2190 - 6853
Ovriga externa kostnader som konsultarvoden, nedskrivning fordringar,
redovisningskostnader, lokalkostnader etc. -21190 -18 359
Ersattningar till anstallda (Not 11) -8 457 -5 841
Ovriga rorelsekostnader 179 -
- | posten ingdr avskrivningar om 9 tkr (not 15)

-31 658 -31 054

Not 7. Driftskostnader, férvaltnings- och administrationskostnader
Driftkostnaderna férdelar sig enligt foljande:

2022-01-01 2021-01-01
Koncernen 2022-12-31 2021-12-31
Uppvarmningskostnader -256 -526
Underhallskostnader -1 037 -129
Fastighetsskatt -416 -937
Elektricitet och vatten -3 -
Ovriga driftkostnader 478 -5 260
Summa driftkostnader -2190 -6 853
Driftkostnaderna per kvm férdelar sig enligt féljande:

2022-01-01 2021-01-01
Koncernen 2022-12-31 2021-12-31
Uppvarmningskostnader -16 -16
Underhallskostnader 64 4
Fastighetsskatt -26 -29
Elektricitet och vatten -0,20 -
Ovriga driftkostnader -30 -165
Summa driftkostnader kr/kvm -136 -215
Forvaltnings- och administrationskostnaderna fordelar sig enligt féljande:

2022-01-01 2021-01-01
Koncernen 2022-12-31 2021-12-31
Ovriga externa tjanster och kostnader s som konsultarvoden, nedskrivning
fordringar, redovisningskostnader etc. -17 933 -16 645
Personalkostnader -8 457 -5 841
Lokalkostnader, hyra anlaggningstillgdngar, kontorsmaterial -2513 -1 007
Ovriga kostnader 744 -707
Summa forvaltnings- och administrationskostnader -29 647 -24 201
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Not 8. Ovriga rorelseintakter
Ovriga rorelseintikter

2022-01-01 2021-01-01
Koncernen 2022-12-31 2021-12-31
Intakter fran uppdragsavtal 815 2 965
Summa dvriga rérelseintakter 815 2 965
Moderbolaget
Ovrigt 6 950 67
Summa dvriga rérelseintakter 6 950 67
Not 9. Leasingavtal

2022-01-01 2021-01-01

Koncernen 2022-12-31 2021-12-31
Kostnadsférd leasing pa kontrakt av Iagt varde och kontrakt av
korttidskaraktar -193 -1 007
Summa leasingkostnader -193 -1 007
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Not 10. Revisionsarvoden

Med revisionsuppdrag avses granskning av arsredovisningen och bokforingen samt styrelsens och verkstallande
direktorens forvaltning, 6vriga arbetsuppgifter som det ankommer pa bolagets revisor att utféra samt radgivning
eller annat bitrade som féranleds av iakttagelser vid sddan granskning eller genomforandet av sddana 6vriga
arbetsuppgifter. Allt annat ar indelat pa skattekonsultationer respektive andra uppdrag.

Koncernen

2022-01-01
2022-12-31

2021-01-01
2021-12-31

PWC AB

Revisionsuppdrag

Andra revisionsuppdrag
Skatteradgivning

Ovriga radgivningstjanster

Mazars AB
Revisionsuppdrag
Andra revisionsuppdrag

Skatteradgivning
Ovriga radgivningstjanster

-825

Summa

-1 803

-1 219

Moderbolaget

2022-01-01
2022-12-31

2021-01-01
2021-12-31

PWC AB
Revisionsuppdrag

Andra revisionsuppdrag
Skatteradgivning

Ovriga radgivningstjanster
Mazars AB
Revisionsuppdrag

Andra revisionsuppdrag
Skatteradgivning

Ovriga radgivningstjanster

- 352

Summa
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Not 11. Ersattningar till anstallda samt upplysningar om personal
Ingen ersattning har utgatt till styrelsen eller verkstallande direktdren under rakenskapsaren fran moderbolaget.
| koncernen var personalen anstélld i Serafim Intressenter AB under bada rakenskapsaren. Verkstallande
direktdren i koncernen tillika moderforetaget har erhallit ersattning fran Serafim Intressenter AB under bada
rakenskapsaren.
Ersattningar till anstallda 2022-01-01 2021-01-01
Koncernen och moderbolaget 2022-12-31 2021-12-31
Léner och ersattningar - 5896 -3988
Sociala kostnader -1839 -1 316
Pensionskostnader — avgiftsbestdmda planer -722 -537
Summa -8 457 -5 841

2022-01-01 2021-01-01

2022-12-31 2021-12-31

Loner och andra Léner och andra
ersattningar  Pensions- ersattningar Pensions-
(varav tantiem)  kostnader Antal (varav tantiem) kostnader Antal

Koncernen
Styrelseledaméter, verkstéllande
direktorer
och andra ledande
befattningshavare -1 614 -459 1 -2 332 -422 1
(varav tantiem) -1277 - -800 -
Ovriga anstéllda -2 938 -263 3 -3281 -116 3
(varav tantiem) -67 - -395 -
Summa -5896 =722 4 -5614 -537 4
Moderbolaget
Styrelseledaméter, verkstallande - - 3 - - -
direktorer och andra ledande
befattningshavare
Ovriga anstéllda - - - - - -
Summa - - 3 - - -

Transaktion 09222115557492839046

Signerat RJ, JT, HE




Serafim Fastigheter AB
Org.nr 556791-0921

Not 11. Ersattningar till anstallda samt upplysningar om personal, forts.

Medelantal anstallda

39

2022-01-01 2021-01-01
2022-12-31 2021-12-31
Medelantal Varav mén Medelantal Varav méan
anstallda anstallda
Moderbolaget
Sverige - 0% - 0%
Totalt i moderbolaget - 0% - 0%
Dotterforetag
Sverige 4 100 % 4 97 %
Totalt i dotterforetag 4 100 % 4 97 %
Koncernen totalt 4 100 % 4 97 %

Konsfordelning for styrelseledamoter och évriga ledande befattningshavare (pa& balansdagen)

2022-12-31 Varav man

2021-12-31 Varav méan

Koncernen

Styrelseledaméter 54 100% 136 94 %
Verkstéllande direktdr och dvriga ledande 2 100% 2 100 %
befattningshavare

Koncernen totalt 56 138 94,2 %
Moderbolaget Antal Antal
Styrelseledaméter 2 100% 3 66,7 %
Verkstéllande direktor och 6vriga ledande 1 100% 1 100 %
befattningshavare

Moderbolaget totalt 3 100% 4 83,3 %
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Not 12. Finansiella intakter och finansiella kostnader
2022-01-01 2021-01-01
Koncernen 2022-12-31 2021-12-31
Finansiella intakter
Ranteintakter 671 873
Realisationsresultat vid férsaljningar - -
Ovriga finansiella intakter - 1184
Summa finansiella intakter 671 2 057
Finansiella kostnader
Rantekostnader
- upplaning -3344 -5 964
- dvriga rantekostnader - -
- skulder till koncernféretag -420 -4 017
Ovriga finansiella kostnader -23 -47
Summa finansiella kostnader -3 787 -10 028
Resultat fran finansiella poster, netto -3116 -7971
2022-01-01 2021-01-01
Moderbolaget 2022-12-31 2021-12-31
Finansiella intakter
Realisationsresultat vid férsaljningar -178 -5 509
Ranteintakter, koncernforetag 776 780
Resultat fran andelar i intresseforetag -44 750
Resultat fran andelar i koncernforetag -3436 21 657
Ovriga finansiella intakter 602 -
Summa finansiella intékter - 2280 17 679
Finansiella kostnader
Réantekostnader
- Ovriga rantekostnader -1130 -3673
- upplaning -21 -304
Summa finansiella kostnader -1 151 -3 978
Resultat fran finansiella poster, netto -3431 13701

Samtliga finansiella intakter och finansiella kostnader for moderbolaget avser resultat fran finansiella tillgangar

och skulder redovisade till upplupet anskaffningsvérde.
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Not 13. Skatt
2022-01-01 2021-01-01

Koncernen 2022-12-31 2021-12-31
Aktuell skatt for aret -21 -1 454
Uppskjuten skatt avseende temporara skillnader -2 333 -5 672
Summa inkomstskatt -2 354 -7 126
Moderbolaget
Aktuell skatt for aret - -
Summa skatt pd arets resultat - -
Skillnaderna mellan redovisad skattekostnad och en beraknad skattekostnad baserad pa géllande skattesats ar
foljande:

2022-01-01 2021-01-01
Koncernen 2022-12-31 2021-12-31
Resultat fore skatt 42 298 54 476
Inkomstskatt beréknad enligt koncernens géllande skattesats -8 713 -11 233
Ej skattepliktiga intakter 14 377 4 499
Ej avdragsgilla kostnader -4 046 =724
Ej redovisade avdragsgilla kostnader - -
Skatteeffekt av ej varderade underskott -3972 -3845
Skatteeffekt av schablonranta p& periodiseringsfond - -
Justering aktuell skatt avseende tidigare ar - -579
Ovrigt - 5191
Inkomstskatt -2 354 -7125

2022-01-01 2021-01-01

2022-12-31 2021-12-31
Moderbolaget
Resultat fore skatt - 6487 904
Inkomstskatt beréknad enligt gallande skattesats 20,6% (21,4%) 1336 -186
Ej skattepliktiga intékter 2929 4635
Ej avdragsgilla kostnader -3616 -1 897
Skatteeffekt av ej varderade underskott -649 -2 551
Skatt pa arets resultat 0 0
Vagd genomsnittlig skattesats inom koncernen &r: 5,57 % 13,08 %
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Not 13. Skatt, forts.

42

Forandringar i uppskjutna skattefordringar och — skulder under aret, utan hansyn tagen till kvittningar som gjorts

inom samma skatterattsliga jurisdiktion:

Uppskjutna skattefordringar redovisas for skattemassiga underskottsavdrag i den utstrackning som det ar

sannolikt att de kan tillgodogéras genom framtida beskattningsbara vinster.

Koncernens ackumulerade underskottsavdrag uppgar till:

2022-12-31 2021-12-31

Underskottsavdrag utan forfallotidpunkt 89 630 73 370
Summa underskottsavdrag inom koncernen 89 630 73 370
Varav redovisade underskottsavdrag - -
Summa ej varderade underskott 89 630 73 370
Arets férandring av uppskjuten skatteskuld

2022-01-01 2021-01-01
Koncernen 2022-12-31 2021-12-31
Ingéende anskaffningsvarde 12 552 6991
Arets forsaljningar av forvaltningsfastigheter -7 258 -3382
Orealiserade vardeforandringar forvaltningsfastigheter 2221 8 943
Summa uppskjutna skatteskulder 7515 12 552
Not 13 Skatt, forts.

2022-01-01 2021-01-01
Koncernen 2022-12-31 2021-12-31
Uppskjutna skatteskulder
Vardefdrandring forvaltningsfastigheter 7 515 12 663
Foréndring skattesats 0 -111
Summa uppskjutna skatteskulder 7515 12 552
Uppskjutna skattefordringar
Ovrigt - -
Summa uppskjutna skattefordringar - -
Uppskjutna skatteskulder, netto 7515 12 552
Uppskjutna skatter férdelas enligt féljande:

2022-01-01 2021-01-01
Koncernen 2022-12-31 2021-12-31
Uppskjutna skatteskulder
- uppskjutna skatteskulder som ska utnyttjas efter mer &n 12 manader 7515 12 552
- uppskjutna skatteskulder som ska utnyttjas inom 12 manader - -
Summa uppskjutna skatteskulder 7515 12 552
Uppskjutna skattefordringar
- uppskjutna skattefordringar som ska utnyttjas efter mer &n 12 manader
- uppskjutna skattefordringar som ska utnyttjas inom 12 manader - -
Summa uppskjutna skattefordringar - -
Uppskjutna skatteskulder, netto 7515 12 552
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Not 14. Foérvaltningsfastigheter
Forandringarna av forvaltningsfastigheternas redovisade varde framgar i efterfoljande tabell.
2022-01-01 2021-01-01
Koncernen 2022-12-31 2021-12-31
Ing&ende redovisat varde 360 000 375 298
Arets fastighetsférvarv genom tillgangsférvary 78 382 103 941
Arets investeringar i férvaltningsfastigheter 7 064 33 240
Forséljningar och utrangeringar -253 512 -204 015
Arets aktiverade utgifter - 8123
Orealiserad vardeférandring 9 706 43 413
Utgéende redovisat varde 201 641 360 000
2022-01-01 2021-01-01
Koncernen 2022-12-31 2021-12-31
Vardeforandringar forvaltningsfastigheter
Realiserad vardeforandring forvaltningsfastigheter 49 629 20 056
Orealiserad vardeforandring forvaltningsfastigheter 9 706 43 413
Summa véardeférandring forvaltningsfastigheter 59 335 63 469
2022-01-01 2021-01-01
Koncernen 2022-12-31 2021-12-31
Specifikation av realiserad vardeférandring:
Forsaljningsintakt 80 871 144 500
Avgéende nettotillgngar i salda bolag -31 242 -124 444
Realiserad vardeférandring 49 629 20 056
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Not 14. Foérvaltningsfastigheter, forts.

Tillampad véarderingsmetod

Verkligt varde for forvaltningsfastigheterna har berdknats genom en kassaflodesbaserad varderingsmodell, vilken
gar ut pa att vardet berdknas som nuvéardet av prognosticerade kassafldden med tillagg for restvardet under en
kalkylperiod. Diskonteringen sker med en bedémd kalkylranta. Hansyn tas till befintliga gallande hyreskontrakt,
kontraktens villkor, fastigheternas marknadslage, hyresnivaer, drifts- och underhallskostnader,
administrationskostnader samt eventuellt behov av investeringar.

Kalkylrantan och avkastningskravet baseras pa varderingspersonens erfarenhetsmassiga bedémningar av
marknadens férutséttningar och for jamférbara fastigheter.

Samtliga verkligt varde-varderingar for forvaltningsfastigheter har genomférts med hjélp av betydande icke-
observerbara data (niva 3 i verkligt vardehierarkin, se not 2 ovan for beskrivning av detta). Den icke observerbara
data som paverkar varderingen ar diskonteringsrantan, bedéomda marknadshyror, bedémd vakansgrad/risk. For
att sakerstalla en korrekt niva pa dessa parametrar fors dialog med externa varderingsinstitut samt analysféretag
med auktoriserade fastighetsvarderare. Det har inte skett ndgon férandring av varderingsmetod mellan
perioderna och darmed inte heller ndgon 6verféring av antaganden mellan verkligt varde-nivaerna.

Indata i genomfdrda analyser och varderingar

Prognosperioden ar satt till 10 ar. Kalkylerna antar generellt 2 procents inflation med undantag for extrema
situationer i varldslaget och samhallslaget. Framtida driftnetto baseras pa gallande hyresavtal och antaganden
om den framtida aktuella hyresmarknaden.

Normalt har de befintliga hyresavtalen antagits gélla fram till hyresavtalens slut. Dérefter, vid marknadsmassiga
hyresnivaer, har det antagits att de kan férlangas pa oférandrade villkor eller ny-uthyras pa liknande villkor. Drift-
och underhallskostnader baseras pa historiska utfall, utgifter som inte &r av engangskaraktar samt pa
erfarenheter fran likartade fastigheter. Se dven not 6 for beskrivning av nuvarande kostnadsnivaer avseende
Driftskostnader.

Sammanfattning av vasentliga antaganden:

Direktavkastningskrav vid vardering 2022-12-31 (procent) Lagsta - Hogsta Genomsnitt
- Direktavkastningskrav vid vardering 5,8-8 6,4
Varderingsantaganden, gemensamma for samtliga segment 2022-12-31 2021-12-31
Inflationsantagande ar 1, % 10,9 2,0
Kalkylrénta for kassaflode (snitt), % 9,34 8,3
Direktavkastningskrav restvarde, % 6,25 6,18
Langsiktig vakansgrad, % 2,5 1,3
Drift- och underhallskostnader ar 1, kr/lkvm 60 114
Marknadshyra (vid noll vakans), kr/lkvm 1314 1312

Osékerhetsintervall och kénslighetsanalys

En fastighets marknadsvéarde kan endast faststéllas da den saljs. Fastighetsvarderingar ar berakningar gjorda
enligt vedertagna principer utifran vissa antaganden. Det vardeintervall som anges vid fastighetsvarderingar och
som oftast i en fungerande marknad ligger inom +/— 5-10 % ska ses som matt pa den osakerhet som finns i
gjorda antaganden och berdkningar. | en mindre likvid marknad kan intervallet vara stérre. Fér Serafim
Fastigheters del innebar ett osékerhetsintervall om +/— 5 % ett vardeintervall om 190 000-210 000 kr
motsvarande —/+ 20 mkr.

Paverkan péa varde, tkr

Kénslighetsanalys +/-

1% (enhet) 2022-12-31 2021-12-31
Marknadshyra 4 000 7 200
Avkastningskrav - 37 400 86 120
Avkastningskrav + -27 300 -58 200
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Not 15. Inventarier, verktyg & installationer

Koncernen 2022-12-31 2021-12-31
Ing&ende anskaffningsvéarde 46 86
Okning genom rorelseférvary 43 -
Forséljningar och utrangeringar -46 -40
Utgaende ackumulerat anskaffningsvarde 43 46
Ingdende avskrivningar -46 -46
Forsaljningar och utrangeringar 46 -
Okade avskrivningar genom roérelseforvarv -4

Arets avskrivningar -9 -
Utgdende ackumulerade avskrivningar -13 -46
Utgaende redovisat varde 30 -
Not 16. Exploateringsfastigheter

Koncernen 2022-12-31 2021-12-31
Redovisat varde vid arets borjan 79 343 9 986
Forvérv 6 940 69 357
Bokfért varde exploateringsfastigheter 86 283 79 343
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Not 17. Andelar i intressebolag

46

2022-12-31 2021-12-

Koncernen 31
Ing&ende anskaffningsvarde 29615 22868
Investering 804 8305
Omklassificering till andelar i dotterbolag -1221 317
Utdelning -6 241 -1500
Resultatandel 3523 259
Utgaende redovisat varde 26 480 29615
Namn Organisations- Huvudsaklig Andel Redovisat varde
nummer verksamhet
2022-12-31 2021-12-31
SF Struktur 2 AB 559155-0354 Fastighetsutveckling 44,5% 9 092 15 285
Stenby park Holding AB 559270-1139 Fastighetsutveckling 30% 8 500 5000
Vastra Haggvik Holding AB 559155-0552 Fastighetsutveckling 0% - 1000
Sundaslott 559118-1317 Fastighetsutveckling 0% - 25
Alléplan Utveckling AB 559331-3603 Fastighetsutveckling 50% 8 888 8 305
M Ohman
Fastighetsforadling AB 556942-9755 Fastighetsutveckling 50% 0 0
Summa 26 480 29 615

SF Struktur 2 AB har saval stam- som preferensaktier. Férdelningen av andelen av det egna kapitalet mellan
Serafim och extern part baserar sig p& bolagsordningarnas utformning avseende utdelning och skifteslikvid vid en

likvidation.

SF Struktur 2 Stenby park Alléplan
2022-01-01--2022-12-31 AB Holding AB  Utveckling AB
Nettoomsattning 1520 - 1747
Resultat (6verensstdmmer med
totalresultat) -1723 -9634 -602
2022-12-31
Omsattningstillgangar 7 000 36 064 1863
Anlaggningstillgangar 76 850 - 7 302
Kortfristiga skulder -39 326 -6 681 -756
Langfristiga skulder 0 -11 985 -7 200
Nettotillgangar 44 524 17 398 1209
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SF Struktur 2 Stenby park Véastra Haggvik Alléplan
2021-01-01--2021-12-31 AB Holding AB Holding AB Utveckling AB
Nettoomséttning 4217 - - -
Resultat (6verensstammer med
totalresultat) 3818 4 862 -372 -57
2021-12-31
Omsattningstillgangar 39913 40 447 1518 268
Anlaggningstillgangar 50 359 48 623 - 7417
Kortfristiga skulder -7 446 -67 735 -17 -366
Langfristiga skulder -27 000 - - -7 350
Nettotillgangar 55 826 21335 1501 -32
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Not 18. Kundfordringar
Koncernen

2022-12-31 2021-12-31
Kundfordringar 2379 12 564
reservering for férvantade kreditforluster -41 -
Kundfordringar — netto 2 338 12 564
Koncernen anvander enbart SEK och det finns inga andra
valutor att redovisa.
Forandring i reserv kundfordringar

2022-12-31 2021-12-31
Ingaende varde - -104
Reservering for forvantade kreditforluster -41 -
Aterférda outnyttjade belopp - 104
Utgaende varde -41 -
Analys av kreditriskexponering i kundfordringar 2022-12-31 2021-12-31
Kundfordringar som varken éar férfallna eller nedskrivna 2379 2984
Forfallna:
- Mindre &n 2 manader - 3384
- 2-6 manader - 5721
- 6-12 manader - 475
- mer 4n 12 manader - -
Totalt forfallna - 9 580
Varav nedskrivha - 41 -
Redovisat varde p& kundfordringar 2 338 12 564

Det verkliga vardet pa koncernens kundfordringar éverensstammer med det redovisade vardet.

Belopp som redovisas pa vardeminskningskontot skrivs vanligen bort nar koncernen inte forvantas atervinna
ytterligare likvida medel. Den maximala exponeringen for kreditrisk pa kundfordringar utgérs per balansdagen av
det redovisade vardet. Koncernen har ingen pant som sakerhet.
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Not 19. Ovriga fordringar
Koncernen 2022-12-31 2021-12-31
Skattefordringar 7 904 3581
Fordringar avseende salda andelar i
dotterforetag - 87 158
Fordringar avseende hyresgarantier - 920
Ovrigt 4449 3 545
Bokfért varde 12 353 95 204
Koncernen anvander enbart SEK och det finns inga andra valutor att redovisa.
Analys av kreditriskexponering i 6évriga fordringar 2022-12-31 2021-12-31
95
Ovriga fordringar som varken &r forfallna eller nedskrivna 12 353 204
Forfallna:
- Mindre &n 2 manader - -
- 2-6 manader - .
- 6-12 manader - .
- mer 4n 12 manader - -
Totalt férfallna - -
Varav nedskrivha - -
Redovisat varde pa évriga fordringar 12 353 95 204

Det verkliga vardet pa koncernens dvriga fordringar 6verensstammer med det redovisade vardet.

Per balansdagen var 6vriga fordringar uppgaende till 0 tkr (0) forfallna utan att ndgot nedskrivningsbehov ansags
foreligga. Dessa galler ett antal oberoende motparter vilka tidigare inte haft nagra betalningssvarigheter.

Aldersanalysen av dessa 6vriga fordringar framgar ovan.

Belopp som redovisas pa vardeminskningskontot skrivs vanligen bort nar koncernen inte forvantas atervinna
ytterligare likvida medel. Den maximala exponeringen for kreditrisk pa évriga fordringar utgérs per balansdagen

av det redovisade vardet. Koncernen har ingen pant som sékerhet.

Moderbolag 2022-12-31 2021-12-31

Skattefordringar 5794 2839

Ovrigt 4 399 3511

Bokfort varde 10193 6 350

Moderbolaget anvénder enbart SEK och det finns inga andra valutor att redovisa.

Analys av kreditriskexponering i évriga fordringar 2022-12-31 2021-12-31
Ovriga fordringar som varken &r forfallna eller nedskrivna 10193 6 350
Forfallna:

- Mindre &n 2 manader - -
- 2-6 manader - -
- 6-12 manader - -
- mer &n 12 manader - -

Totalt forfallna - -

Varav nedskrivna - -

Redovisat vérde p& dvriga fordringar 10193 6350
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Org.nr 556791-0921

Not 20. Finansiella tillgangar och skulder

Koncernen

per 31 december 2022

Finansiella

tillgangar/skulder
Finansiella tillgdngar och skulder varderade till verkligtvarderade till upplupet

varde via resultatet

Finansiella
tillgangar/skulder

anskaffningsvarde

50

Summa redovisat varde,
Overensstammer med
verkligt varde

Tillgangar i balansrakningen

Andra langfristiga fordringar 5038 3196 8 234
Kundfordringar - 2338 2 338
Ovriga fordringar - 12 353 12 353
Upplupna intékter - 1833 1833
Likvida medel - 29 475 29 475
Totalt 5038 49 195 54 233
Skulder i balansréakningen

Ovriga langfristiga skulder - 25 908 25908
Skulder till kreditinstitut - 28 950 28 950
Leverantorsskulder - 1007 1007
Skulder till koncernféretag - 42 262 42 262
Ovriga skulder - 6 023 6 023
Upplupna kostnader - 10 510 10 510
Totalt - 114 660 114 660
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Finansiella Finansiella

tillgdngar/skulder tillgadngar/skulder Summa redovisat varde,
Finansiella tillgdngar och skulder varderade till verkligt varderade till upplupet 06verensstammer med
per 31 december 2021 varde via resultatet anskaffningsvéarde verkligt varde
Tillgdngar i balansrakningen
Andra langfristiga
vardepappersinnehav 5000 - 5000
Andra langfristiga fordringar - 5834 5834
Kundfordringar - 12 564 12 564
Ovriga fordringar - 95 204 95 204
Forutbetalda kostnader och upplupna
intakter - 12 316 12 316
Likvida medel - 8 936 8 936
Totalt 5 000 134 855 139 855
Skulder i balansrékningen
Ovriga langfristiga skulder - 31752 31752
Skulder till kreditinstitut - 151 926 151 926
Leverantdrsskulder - 9196 9 196
Skulder till koncernféretag - 83 896 83 896
Ovriga skulder - 10 271 10 271
Upplupna kostnader och forutbetalda
intakter - 12 308 12 308
Totalt - 299 349 299 349

Vardering finansiella tillgdngar och
skulder

For koncernlan med i huvudsak fast ranta och langre Ioptider bedoms verkligt varde i allt vasentligt motsvara det

redovisade vardet. Samtliga externa |an I6per med rorlig ranta och redovisat varde bedéms dven har motsvara
erkligt varde. For samtliga 6vriga finansiella skulder och tillgangar, som likvida medel, kundfordringar och

leverantorsskulder, dér I6ptiderna ar korta, antas redovisade varden utgéra en god approximation till verkligt varde.

Vardering till verkligt varde

IFRS 13 Vardering till verkligt varde innehaller en varderingshierarki avseende indata till varderingarna. Denna
varderingshierarki indelas i tre nivaer vilka utgors av:

Niva 1 — Noterade priser (ojusterade) pa aktiva marknader for
identiska tillgangar eller skulder.

Niva 2 — Andra observerbara indata for tillgangen eller
skulder &n noterade priser inkluderade i niva 1, antingen
direkt (som prisnoteringar) eller indirekt (harledda fran
prisnoteringar.

Niva 3 — Indata for tillgangen eller skulden som inte baseras
pa observerbara marknadsdata (dvs. icke observerbara
indata)
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Moderbolaget

Finansiella Finansiella

tillgangar/skulder tillgangar/skulder Summa redovisat

varderade till varderade till varde,
Finansiella tillgangar och verkligt varde via upplupet Overensstammer med
skulder per 31 december 2022  resultatet anskaffningsvarde verkligt varde
Tillg&ngar i balansrakningen
Andra langfristiga
vardepappersinnehav 2500 - 2500
Andra langfristiga fordringar - - -
Fordringar hos koncernforetag - 6 200 6 200
Pagéende arbete fér annans
rakning - 904 904
Kundfordringar - 2 2
Fordringar hos koncernforetag - 71377 71377
Ovriga fordringar - 10 193 10 193
Forutbetalda kostnader och
upplupna intakter - 934 934
Likvida medel - 16 863 16 863
Totalt 2500 106 473 108 973
Skulder i balansrakningen
Skulder till koncernféretag - 9 950 9 950
Ovriga l&ngfristiga skulder - 900 900
Skulder till kreditinstitut - - -
Leverantorsskulder - 186 186
Skulder till koncernféretag - 84011 84 011
Ovriga skulder - 3266 3266
Upplupna kostnader och
forutbetalda intakter - 1444 1444
Totalt - 299 349 299 349
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Finansiella Finansiella

tillgadngar/skulder  tillgangar/skulder Summa redovisat

varderade till varderade till varde,
Finansiella tillgangar och verkligt varde via upplupet Overensstammer med
skulder per 31 december 2021  resultatet anskaffningsvarde verkligt varde
Tillgangar i balansrakningen
Andra langfristiga
vardepappersinnehav 5000 5000
Fordringar hos koncernforetag 6 200 6 200
Andra langfristiga fordringar - -
Pagéaende arbete for annans
rakning 573 573
Kundfordringar - -
Fordringar hos koncernforetag 134 710 134 710
Ovriga fordringar 6 350 6 350
Forutbetalda kostnader och
upplupna intakter 12 993 12 993
Likvida medel 1235 1235
Totalt 167 061 167 061
Skulder i balansréakningen
Skulder till koncernféretag 68 073 68 0373
Ovriga l&ngfristiga skulder - 3400
Skulder till kreditinstitut - -
Leverantorsskulder 8 476 8 476
Skulder till koncernfoéretag 63 267 63 267
Ovriga skulder 3400 -
Upplupna kostnader och
forutbetalda intakter 2 386 2 386
Totalt 145 601 145 601
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Not 21. Foérutbetalda kostnader och upplupna intékter

54

Koncernen 2022-12-31 2021-12-31
Forutbetald hyra - 155
Forutbetalda férsakringskostnader 85 65
Forskott till leverantorer - 102
Upplupen intédkt méklararvode - 2614
Upplupna ranteintékter 705 1702
Upplupna intékter avyttrade fastigheter - 8 000
Ovrigt 1043 2120
Summa forutbetalda kostnader och upplupna intakter 1833 14 759
Moderbolaget 2022-12-31 2021-12-31
Forutbetalda
férsakringskostnader 36 12
Forskott till leverantérer - 102
Upplupen intékt méaklararvode - 2614
Upplupna ranteintékter 705 2379
Upplupna intékter avyttrade fastigheter - 8 000
Ovrigt 193 -
Summa férutbetalda kostnader och upplupna intékter 934 13107
Not 22. Likvida medel
Koncernen 2022-12-31 2021-12-31
Balansrakningen
Kassa och bank 29 475 8 936
Summa likvida medel i balansrékningen 29 475 8 936
Kassaflodesanalysen
Kassa och bank 29 475 8 936
Sparrade medel - -
Kortfristiga
bankplaceringar - -
Summa likvida medel i kassaflédesanalysen 29 475 8 936
Moderbolag 2022-12-31 2021-12-31
Balansrakningen
Kassa och bank 16 863 1235
Summa likvida medel i balansrékningen 16 863 1235
Kassaflodesanalysen
Kassa och bank 16 863 1235
Spéarrade medel - -
Kortfristiga
bankplaceringar
Summa likvida medel i kassaflodesanalysen 16 863 1235
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Not 23. Aktiekapital och 6vrigt tillskjutet kapital

Specifikation 6ver forandringar i eget kapital aterfinns i rapporten Férandringar i eget kapital, vilken féljer narmast
efter balansrakningen.

Koncern

Ovrigt

Antal aktier tillskjutet
(tusental) Aktiekapital kapital Summa
Ingdende balans per 1 januari 2021 100 100 - 100
Kvittningsemission 1 1 67 499 67 499
Utgéende balans per 31 december 2021 101 101 67 499 67 599
Minskning av aktiekapital - - - -
Erhallet aktieagartillskott - - - .
Kvittningsemission - - - -
Utgaende balans per 31 december 2022 101 101 67 499 67 599

Det finns 100 675 aktier, 100 000 stamaktier och 675 preferensaktier. Stam- och preferensaktierna har ett
kvotvarde pa 1 kr per aktie. Varje stamaktie motsvaras av en rost och varje preferensaktie motsvaras av 1/10
rost. Alla per balansdagen registrerade aktier ar fullt betalda. Stamaktier och preferensaktier klassificeras som
eget kapital.

Not 24. Upplaning och skulder till koncernforetag

Koncernen 2022-12-31 2021-12-31
Langfristig

Banklan 0 131 486
Skulder till koncernféretag 9 950 -
Ovriga langfristiga skulder 25 908 31752
Summa 35 858 163 238
Kortfristig

Banklan 28 950 20 440
Skulder till koncernféretag 32312 59 964
Ovriga kortfristiga skulder 6 023 3400
Upplupna rntekostnader 4715 6 125
Summa 72 000 88 929
Summa upplaning 107 858 253 167

For upplysningar om stéllda sékerheter och se not 27 Stéllda sakerheter.
For upplysningar om eventualférpliktelser se not 28 Eventualférpliktelser.

For information kring nar koncernens upplaning forfaller till betalning se not 3. Se dven not 3 for beskrivning av
kontraktuella odiskonterade kassafléden.

Koncernen har ca 29 mkr i uppléning fran seniorbanker till rérlig ranta. Ovrig upplaning utgérs i allt vasentligt av
l&n frén koncernforetag dér rantan, 2,5-5 % ér fast.
Ovriga langfristiga skulder om ca 26 mkr avser lan fran externa parter.
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Not 25. Ovriga kortfristiga skulder
Koncernen 2022-12-31 2021-12-31
Momsskuld 3045 1680
Personalrelaterade skulder 1406 2948
Ovriga kortfristiga réantebarande skulder - 3859
Ovrigt 1572 1784
Summa ovriga kortfristiga skulder 6 023 10271
Moderbolaget
Momsskuld 3 266 -
Ovriga kortfristiga réantebarande skulder - 3400
Summa dvriga kortfristiga skulder 3 266 3400
Not 26. Upplupna kostnader och forutbetalda intakter
Koncernen 2022-12-31 2021-12-31
Upplupna rantor 4715 6125
Forutbetalda hyresintakter 2582 3998
Ovrigt upplupna kostnader 3213 6183
Summa upplupna kostnader och férutbetalda intékter 10 510 16 306
Moderbolaget
Upplupna rantor - 12
Ovrigt upplupna kostnader och férutbetalda intakter 1444 2 374
Summa upplupna kostnader och férutbetalda intékter 1444 2 386
Not 27. Stéllda sékerheter
Koncernen 2022-12-31 2021-12-31
For egna skulder och avséttningar:
Pantsatta dotterbolagsaktier 26 566 7175
169
Fastighetsinteckningar 46 710 380
Summa 73276 176 555
Moderbolaget
Lan till dotterforetag - .
Aktier - -
Summa - -
Not 28. Eventualforpliktelser
Koncernen 2022-12-31 2021-12-31
137
Borgen 28 950 602
Summa 28 950 137 602
Moderbolaget
Borgen 28 950 137 602
Summa 28 950 137 602
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Not 29. Andelar i koncernféretag

Moderbolaget 2022-12-31 2021-12-31
Ingdende anskaffningsvarde 83 503 84 517
Investering 1750 8383
Kapitaltillskott 13473 1391
Awyttring -271 -4127
Nedskrivning -31 024 -6 661
Utgéende redovisat varde 67 431 83 503
Moderbolaget innehar andelar i

foljande dotterféretag:

Namn Organisations- Sate Kapital- Antal Redovisat varde

Jarlasjobrinken i Nacka AB
Orangeriet i Alta Holding AB
Hantverkshuset i Sodertélije AB
Kvarnvagen i Nacka AB
Serafim Intressenter AB
Vastra Haggvik Holding AB
SF Projektbolag 2 AB

SF Struktur 4 AB

Serafim Bostad AB

Serafim Forvaltning AB

SF Struktur 3 AB

SF Struktur 5 AB

SF Struktur 1 AB

Summa

nummer

556959-8757 Stockholm
559130-8035 Stockholm
556819-0614 Stockholm
556986-3144 Stockholm
556961-1055 Stockholm
559155-0552 Stockholm
559139-5479 Stockholm
559242-4559 Stockholm
559242-4724 Stockholm
559242-4765 Stockholm
559206-6467 Stockholm
559246-3409 Stockholm
559155-0560 Stockholm

andel andelar

2022-12-31 2021-12-31

100% 50 000
100% 4000
0% -
100% 50 000
100% 50 000
100% 1000
0% -
62% 6646
100% 500
100% 500
100% 1110
58% 4596
52% 520

39
50 086

50
50
234

4 408
781
50
530
2820
8 383

67 431

53

50 293
56

75
2417

215
12 750
334
50
2877
6 000
8383

83 503

Dotterforetag ar alla foretag (inklusive strukturerade féretag) éver vilka koncernen har bestimmande inflytande.
Koncernen kontrollerar ett foretag nar den exponeras for eller har ratt till rorlig avkastning fran sitt innehav i
foretaget och har mojlighet att paverka avkastningen genom sitt inflytande i féretaget. Analysen for att avgéra om
koncernen har bestammande inflytande Gver dotterféretaget innefattar parametrar sdsom agande, réstratt, veto,
styrelseplatser, mojlighet att paverka rorlig ersattning samt ansvar for den I6pande driften. Samtliga parametrar
Vvags in for att avgtra om foretaget ar ett dotterféretag, intresseféretag alternativt joint venture.

Nedan visas finansiell information i sammandrag for de dotterféretag som har innehav utan bestammande

inflytande som ar vasentliga for koncernen. De belopp som anges for respektive dotterféretag &r fore

koncerninterna elimineringar.
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Innehav utan bestdmmande inflytande

58

SF Struktur 1 AB, SF Struktur 4 AB samt SF Struktur 5 AB har savéal stam- som preferensaktier. Férdelningen av
andelen av det egna kapitalet mellan Serafim och innehav utan bestammande inflytande baserar sig ej pa
kapitalandelen i dessa foretag. Fordelningen baserar sig pa bolagsordningarnas utformning avseende utdelning

och skifteslikvid vid en likvidation.

SF Struktur 3
(minoriteten
utkdpt under

SF Struktur 4 SF Struktur 5 2022)

2022-01-01 - 2022-12-31 SF Struktur 1 AB AB AB

549 1675 1988 0
Nettoomsattning

-444 1002 571 -518
Arets resultat
Resultat hanforligt till innehav 828
utan bestdmmande inflytande -355 955 767
2022-12-31
Omsattningstillgadngar 311 2004 1275 -
Anlaggningstillgangar 70 716 33935 38 407 -
Kortfristiga skulder -9701 -15 359 .17 215 )
Langfristiga skulder -31 000 - - -
Nettotillgangar 30 326 20 580 22 467 ]
Ackumulerat innehav utan -
bestimmande inflytande 24 782 13879 15 462

2021-01-01 - 2021-12-31

SF Struktur 1 AB SF Struktur 3 AB SF Struktur 4 AB SF Struktur 5 AB

Nettoomsattning 564 2803 4 699 4217
Arets resultat -1 105 4725 1505 6 620
Resultat hanforligt till innehav

utan bestdmmande inflytande - 4239 3906 2208
2021-12-31

Omsattningstillgangar 557 20 267 37 261 24 569
Anlaggningstillgdngar 68 684 - 31 286 38 000
Kortfristiga skulder -4 916 -2 873 -2433 -7 035
Langfristiga skulder -31 013 - -13 650 -14 300
Nettotillgangar 30817 20 442 52 464 33151
Ackumulerat innehav utan

bestammande inflytande 25153 14 520 39 257 33151
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Not 30. Forslag till resultatdisposition, Moderbolaget (tkr)

Till &rsstammans forfogande star foljande vinstmedel

Overkursfond 67 499
Balanserat resultat 24 626
Arets resultat - 6487
Fria vinstmedel 85 739

Disponeras sa att

Till aktiedgarna av preferensaktier utdelas 3375
Till aktieagarna av stamaktier utdelas 25 000
i ny rakning overfors 57 364
Totalt 85 739
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Not 31. Transaktioner med néarstaende

Koncernens agarférhallanden &r; Serafim Property Group AB med 95 000 stamaktier, RJA Fastighetsinvest AB
med 5 000 stamaktier, Serafimgruppen AB med 600 st. preferensaktier, Fasthem Stockholm AB med 40 st.
preferensaktier samt Erik Karlander Invest AB med 35 st. preferensaktier

For beskrivning av lI6ner och andra ersattningar till ledande befattningshavare — se not 9 Ersattningar till
anstallda.

Vi har som narstdende definierat foretagsledningen, styrelsen i moderbolaget, Serafim Property Group AB
(559182-2282), agarna till Serafim Property Group AB samt dotterféretagen som ingér i koncernen.

Koncern

Transaktioner med koncernbolag 2022-12-31 2021-12-31
Forsaljning av varor/tjanster 0 0
InkOp av varor/tjanster -515 -801
Fordran pa balansdagen 17 0
Skuld pa balansdagen -42 262 -84 975
Transaktioner med intressebolag 2022-12-31 2021-12-31
Forsaljning av varor/tjanster 754 1210
InkOp av varor/tjanster 0 0
Fordran pa balansdagen 5734 5734
Skuld p& balansdagen -34 -11
Transaktioner med agare/delégare 2022-12-31  2021-12-31
Forsaljning av varor/tjanster 0 0
Ink6p av varor/tjanster -5 409 -3762
Fordran pa balansdagen 0 0
Skuld pa balansdagen -911 -4 342
Moderbolag

Transaktioner med koncernbolag 2022-12-31  2021-12-31
Forsaljning av varor/tjanster 7670 2470
Inkop av varor/tjanster -3722 -14 220
Fordran pa balansdagen 80 866 134 710
Skuld pa balansdagen -90 764 -131 340
Transaktioner med intressebolag 2022-12-31  2021-12-31
Forsaljning av varor/tjanster 65 1
Ink6p av varor/tjanster 0 0
Fordran pa balansdagen 100 0
Skuld pa balansdagen 0 -11
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Not 32. Forklaring till kassaflode
Forandring av skulder hanférliga till finansieringsverksamheten
Koncern

2022-01- Upptagna Ej kassaflodes- Kapitaliserad
2022 01 lan Amorteringar  paverkande réanta 2022-12-31
Langfristiga laneskulder 163 238 0 -3443 -123 937 0 35 858
Kortfristiga l&neskulder 83 804 16 000 -60 525 21983 61 262
Totala skulder fran 247 042 16 000 -101 954
finansieringsverksamheten. -63 968 97 120
Forandring av skulder hanforligt till
finansieringsverksamheter

Ej

2021-01- Upptagna kassaflédes- Kapitaliserad
2021 01 Ian Amorteringar paverkande ranta 2021-12-31
Langfristiga laneskulder 174135 132935 -95 773 -48 059 - 163 238
Kortfristiga laneskulder 88000 44000 -10 311 -37 885 - 83 804
Totala skulder fran 262135 176935 -85 944 -
finansieringsverksamheten. -106 084 247 042

Moderbolaget
Forandring av skulder

hanforligt
till finansieringsverksamheter

2022-01- Upptagna

Ej Kapitaliserad

2022 01 Ian Amorteringar kassaflodes- ranta 2022-12-31
paverkande
Laneskulder 71473 16 000 -45 299 0 0 42174
Totala skulder fran 71473 16 000 0 0
finansieringsverksamheten. -45 299 42 174
Forandring av skulder hanforligt till
finansieringsverksamheter
Ej

2021-01- Upptagnha kassaflédes- Kapitaliserad
2021 01 Ian Amorteringar paverkande ranta 2021-12-31
Laneskulder 94 973 44 000 - -67 500 - 71 473
Totala skulder fran 94973 44000 -67 500 -
finansieringsverksamheten. - 71473
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Likvideffekt férvdrv resp. avyttring av dotterféretag vilka samtliga redovisats som tillgangsférvérv
2022:

Forvéarv 2022 Avyttringar 2022

Pris 67 7792  Pris 284 172

Skuld till séljare 0 Fordran pa kopare (not 19) 0
Likvida medel i avgéende

Likvida medel i forvéarvade bolag -1926 bolag -7 885

Effekt i kassaflodet 65853  Effekt i kassaflodet 276 287

Not 33. Handelser efter balansdagen

Under inledningen av 2023 har fastigheten Mabaret 6 i Sundbyberg forvarvats. Fastigheten &ar inom segmentet
lager- och kontorsbyggnad och har en uthyrbar area om 840 kvm.

Serafim Fastigheter har aven forvarvat ytterligare andelar i Struktur 2 AB fran Heart of Gold Investment AB vilket
innebar att Serafim blir majoritetsagare i Struktur 2 AB och tva fastigheter, Mopsen 1 och Arbetsledaren 1,
kommer att tillkomma i koncernen under 2023.
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Underskrifter

Koncernens resultat- och balansrakning kommer att férelaggas arsstamman for faststéllelse.

Stockholm den dag som framgar av vara elektroniska underskrifter

Rickard Jacobsson

VD, Styrelseordférande

Johan Tilander

Styrelseledamot

Var revisionsberattelse har lamnats den dag som framgar av var elektroniska signatur.

Ohrlings PricewaterhouseCoopers AB

Helena Ehrenborg

Auktoriserad revisor
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Evidence quality of Scrive e-signed documents
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Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.


Evidence Quality Framework

Last updated: Fri 06 Mar 2020 14:08:40 UTC 

Index

1. Purpose

2. What is quality digital evidence?

2.1 Integrity

2.2 Accessibility

2.3 Evidence of intent

2.4 Evidence of identity

2.5 Evidence of time

2.6 Event history

2.7 Control

3. Scrive’s solution

3.1 Introduction

3.2 Summary

4. Benchmarking the evidence quality of the Evidence Package

1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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7.2.2 Generating images of the confirmation after Signatories signed

7.2.3 Recording Signatories’ system information

7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

7.3 Recording clock error

8. Evidence Package generation

8.1 Preparing the Evidence Package

8.1.1 Prepare a Final PDF (step 1)

8.1.2 Append the Verification Page (step 2)

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

8.1.4 Append the Evidence Quality Framework (step 4)

8.1.5 Append the Service Description (step 5)

8.1.6 Append the Evidence Log (step 6)

8.1.7 Append the Evidence of Time (step 7)

8.1.8 Append the Evidence of Intent (step 8)

8.1.9 Append the Digital Signature Documentation (step 9)

8.1.10 Append the Digital Signature (step 10)

8.1.11 Append the Keyless Digital Signature (step 11)

8.1.12 PAdES Digital Signature (optional to Steps 10 and 11)

9. Document administration

9.1 Document list

9.1.1 List view

9.1.2 Learn more and manage workflow

9.1.3 Mass-withdraw invitations

9.1.4 Send mass-reminder

9.1.5 Delete

9.1.6 Filter and search

9.1.7 Download all documents

9.1.8 Download metadata as CSV

9.2 Template Workflow editing list

9.2.1 List view

9.2.2 Filter and search

9.2.3 Delete

9.2.4 Share

9.3 Trash list

9.3.1 List view

9.3.2 Filter and search

9.3.3 Restore

9.4 Auto-deletion of documents and personal data

10. Account administration

10.1 Organisation administration

10.1.1 Organisation details

10.1.2 White-label branding

10.2 User administration

10.2.1 User privileges

10.2.2 User management

1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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ITU-T X.690, International Telecommunication Union, 2002

[BASE]

The Base16, Base32, and Base64 Data Encodings

RFC 4648, Internet Engineering Task Force, 2006

[SHA]

Secure Hash Standard (SHS)

FIPS 180-4, National Institute of Standards and Technology, 2012

[RIPE]

Information technology — Security techniques — Hash-functions — Part 3: Dedicated hash-functions

ISO/IEC 10118-3:2004, International Organization for Standardization, 2004

[POSIX]

Standard for Information Technology — Portable Operating System Interface (POSIX)

IEEE 1003.1-2008, The Institute of Electrical & Electronics Engineers, 2008

[CRC]

Error-correcting procedures for DCEs using asynchronous-to-synchronous conversion

ITU-T V.42, International Telecommunication Union, 2002
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Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2023-05-16 09:18:44.869591 UTC ±87 ms

    		2023-05-16 08:21:34.438399 UTC

    		

      84.217.72.162

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/113.0.0.0 Safari/537.36 Edg/113.0.1774.42

      

    

    		

      

        The initiator Rickard Jacobsson (RJ) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2023-08-14 21:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2023-05-16 09:18:44.869591 UTC ±87 ms

    		2023-05-16 08:21:34.438399 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (johan.tilander@serafim.se) to Johan Tilander (JT). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2023-05-16 09:18:49.099475 UTC ±87 ms

    		2023-05-16 08:21:34.438399 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Rickard Jacobsson (RJ) was delivered.

      


    

  



  

  

    		2023-05-16 09:18:49.120642 UTC ±87 ms

    		2023-05-16 08:21:34.438399 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Johan Tilander (JT) was delivered.

      


    

  



  

  

    		2023-05-16 09:30:34.397717 UTC ±16 ms

    		2023-05-16 09:21:35.92757 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to johan.tilander@serafim.se was opened.

      


    

  



  

  

    		2023-05-16 09:57:19.643996 UTC ±57 ms

    		2023-05-16 09:21:35.92757 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to johan.tilander@serafim.se was opened.

      


    

  



  

  

    		2023-05-16 11:29:53.274157 UTC ±9 ms

    		2023-05-16 11:21:38.886805 UTC

    		

      84.217.72.162

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/113.0.0.0 Safari/537.36 Edg/113.0.1774.42

      

    

    		

      

        The party Rickard Jacobsson (RJ) opened the view to verify their identity before viewing the document.

      


    

  



  

  

    		2023-05-16 11:30:10.405414 UTC ±9 ms

    		2023-05-16 11:21:38.886805 UTC

    		

      84.217.72.162

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/113.0.0.0 Safari/537.36 Edg/113.0.1774.42

      

    

    		

      

        Rickard Jacobsson (RJ) verified their 

  Swedish BankID

 identity through 

  CGI

  to access the document. 







Data returned from 

  CGI

:

  
Name: RICKARD JOHAN OSCAR JACOBSSON

    
ID number: 

  197904250193



  

  

  

  

  

    
IP: 84.217.72.162

  

  

  

  

  

  

  

  








Signature: 



  








Online Certificate Status Protocol (OCSP) Response:

  










      


    

  



  

  

    		2023-05-16 11:30:10.875489 UTC ±9 ms

    		2023-05-16 11:21:38.886805 UTC

    		

      84.217.72.162

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/113.0.0.0 Safari/537.36 Edg/113.0.1774.42

      

    

    		

      

        The party Rickard Jacobsson (RJ) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-05-16 11:41:39.205001 UTC ±17 ms

    		2023-05-16 11:21:38.886805 UTC

    		

      84.217.72.162

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/113.0.0.0 Safari/537.36 Edg/113.0.1774.42

      

    

    		

      

        The document was signed by Rickard Jacobsson (RJ) using 

  Swedish BankID

 through 

  CGI

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Serafim Fastigheter AB Årsredovisning 2022-12-31_final version" med transaktionsnummer 9222115557492839046.










Data returned from 

  CGI

:

  
Name: RICKARD JOHAN OSCAR JACOBSSON

  
ID number: 

  197904250193



  
IP: 84.217.72.162






























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2023-05-16 16:15:51.780089 UTC ±60 ms

    		2023-05-16 15:21:46.902129 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to johan.tilander@serafim.se was opened.

      


    

  



  

  

    		2023-05-16 16:16:12.43655 UTC ±60 ms

    		2023-05-16 15:21:46.902129 UTC

    		

      217.213.116.84

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.4 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Johan Tilander (JT) opened the view to verify their identity before viewing the document.

      


    

  



  

  

    		2023-05-16 16:16:30.850896 UTC ±61 ms

    		2023-05-16 15:21:46.902129 UTC

    		

      217.213.116.84

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.4 Mobile/15E148 Safari/604.1

      

    

    		

      

        Johan Tilander (JT) verified their 

  Swedish BankID

 identity through 

  CGI

  to access the document. 







Data returned from 

  CGI

:

  
Name: JOHAN POSKA TILANDER

    
ID number: 

  196502011296



  

  

  

  

  

    
IP: 217.213.116.84

  

  

  

  

  

  

  

  








Signature: 



  








Online Certificate Status Protocol (OCSP) Response:

  










      


    

  



  

  

    		2023-05-16 16:16:31.31831 UTC ±61 ms

    		2023-05-16 15:21:46.902129 UTC

    		

      217.213.116.84

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.4 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Johan Tilander (JT) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-05-16 16:16:50.757436 UTC ±61 ms

    		2023-05-16 15:21:46.902129 UTC

    		

      217.213.116.84

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.4 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Johan Tilander (JT) using 

  Swedish BankID

 through 

  CGI

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Serafim Fastigheter AB Årsredovisning 2022-12-31_final version" med transaktionsnummer 9222115557492839046.










Data returned from 

  CGI

:

  
Name: JOHAN POSKA TILANDER

  
ID number: 

  196502011296



  
IP: 217.213.116.84






























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2023-05-16 16:16:50.757436 UTC ±61 ms

    		2023-05-16 15:21:46.902129 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (helena.ehrenborg@pwc.com) to Helena Ehrenborg (HE). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2023-05-16 16:16:58.016027 UTC ±61 ms

    		2023-05-16 15:21:46.902129 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Helena Ehrenborg (HE) was delivered.

      


    

  



  

  

    		2023-05-16 20:18:30.992947 UTC ±96 ms

    		2023-05-16 19:21:55.921399 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to rickard.jacobsson@serafim.se was opened.

      


    

  



  

  

    		2023-05-17 05:04:43.84736 UTC ±69 ms

    		2023-05-17 04:22:25.302095 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to helena.ehrenborg@pwc.com was opened.

      


    

  



  

  

    		2023-05-17 21:24:51.822713 UTC ±3 ms

    		2023-05-17 21:23:11.193369 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to johan.tilander@serafim.se was opened.

      


    

  



  

  

    		2023-05-18 07:27:54.578829 UTC ±6 ms

    		2023-05-18 07:23:40.726448 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to johan.tilander@serafim.se was opened.

      


    

  



  

  

    		2023-05-24 13:24:12.488748 UTC ±48 ms

    		2023-05-24 12:30:18.53093 UTC

    		

      84.17.219.58

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/113.0.0.0 Safari/537.36

      

    

    		

      

        The party Helena Ehrenborg (HE) opened the view to verify their identity before viewing the document.

      


    

  



  

  

    		2023-05-24 13:24:12.710798 UTC ±48 ms

    		2023-05-24 12:30:18.53093 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to helena.ehrenborg@pwc.com was opened.

      


    

  



  

  

    		2023-05-24 13:24:31.39616 UTC ±48 ms

    		2023-05-24 12:30:18.53093 UTC

    		

      84.17.219.58

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/113.0.0.0 Safari/537.36

      

    

    		

      

        Helena Ehrenborg (HE) verified their 

  Swedish BankID

 identity through 

  CGI

  to access the document. 







Data returned from 

  CGI

:

  
Name: Helena Sigrid Elisabet Ehrenborg

    
ID number: 

  196512101061



  

  

  

  

  

    
IP: 84.199.122.204

  

  

  

  

  

  

  

  








Signature: 



  








Online Certificate Status Protocol (OCSP) Response:

  










      


    

  



  

  

    		2023-05-24 13:24:31.878482 UTC ±48 ms

    		2023-05-24 12:30:18.53093 UTC

    		

      84.17.219.58

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/113.0.0.0 Safari/537.36

      

    

    		

      

        The party Helena Ehrenborg (HE) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-05-24 13:25:38.512773 UTC ±49 ms

    		2023-05-24 12:30:18.53093 UTC

    		

      84.17.219.58

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/113.0.0.0 Safari/537.36

      

    

    		

      

        The document was signed by Helena Ehrenborg (HE) using 

  Swedish BankID

 through 

  CGI

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Serafim Fastigheter AB Årsredovisning 2022-12-31_final version" med transaktionsnummer 9222115557492839046.










Data returned from 

  CGI

:

  
Name: Helena Sigrid Elisabet Ehrenborg

  
ID number: 

  196512101061



  
IP: 84.199.122.204






























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2023-05-24 13:25:38.512773 UTC ±49 ms

    		2023-05-24 12:30:18.53093 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.

		Let [image: 1.png]





 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)






, [image: 3.png]mazx(S)






.

		Let [image: 4.png]





 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]





.

		Let [image: 7.png]Fg:Ik — [0, 1
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 be the the empirical distribution function.

		Let [image: 9.png]





 be the size of discretized value space, [image: 10.png]





. Let [image: 11.png]





 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}






 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.

		[image: 16.png]P(|E| <€)






 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
Produced by GNUPLOT 5.4 patchlevel 2 
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.12 ms

		standard deviation: 1.85 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈82.166%

		|e| < 5 ms: ≈99.289%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2023-04-12 20:02:41.260261 UTC and 2023-05-24 12:30:18.53093 UTC:







  		Time collected

  		Clock offset







  

    		2023-04-12 20:02:41.260261

    		-0.1 ms

  





  

    		2023-04-12 21:02:43.07074

    		-0.7 ms

  





  

    		2023-04-12 22:02:45.865105

    		-0.5 ms

  





  

    		2023-04-12 23:02:49.44551

    		-0.3 ms

  





  

    		2023-04-13 00:02:52.448633

    		-0.6 ms

  





  

    		2023-04-13 01:02:54.053535

    		-1.1 ms

  





  

    		2023-04-13 02:02:56.879793

    		-0.8 ms

  





  

    		2023-04-13 03:03:00.060133

    		-0.9 ms

  





  

    		2023-04-13 04:03:02.918826

    		-0.4 ms

  





  

    		2023-04-13 05:03:06.755841

    		-0.8 ms

  





  

    		2023-04-13 06:03:09.956122

    		-0.3 ms

  





  

    		2023-04-13 07:03:13.407763

    		-0.3 ms

  





  

    		2023-04-13 08:03:15.454891

    		-1.2 ms

  





  

    		2023-04-13 09:03:17.015795

    		-0.2 ms

  





  

    		2023-04-13 10:03:18.512412

    		0.9 ms

  





  

    		2023-04-13 11:03:19.909082

    		1.0 ms

  





  

    		2023-04-13 12:03:22.445422

    		2.3 ms

  





  

    		2023-04-13 13:03:24.203431

    		3.1 ms

  





  

    		2023-04-13 14:03:26.30076

    		3.1 ms

  





  

    		2023-04-13 15:03:28.645558

    		0.3 ms

  





  

    		2023-04-13 16:03:30.362506

    		-0.4 ms

  





  

    		2023-04-13 17:03:32.643801

    		-1.9 ms

  





  

    		2023-04-13 18:03:35.150141

    		-1.1 ms

  





  

    		2023-04-13 19:03:36.702546

    		-0.7 ms

  





  

    		2023-04-13 20:03:39.593987

    		-0.9 ms

  





  

    		2023-04-13 21:03:43.043168

    		-0.8 ms

  





  

    		2023-04-13 22:03:44.574883

    		-0.2 ms

  





  

    		2023-04-13 23:03:47.250319

    		-4.6 ms

  





  

    		2023-04-14 00:03:50.870203

    		-2.8 ms

  





  

    		2023-04-14 01:03:53.964338

    		-1.1 ms

  





  

    		2023-04-14 02:03:57.75094

    		-0.9 ms

  





  

    		2023-04-14 03:04:01.285636

    		0.2 ms

  





  

    		2023-04-14 04:04:04.766869

    		-0.2 ms

  





  

    		2023-04-14 05:04:08.600618

    		-0.8 ms

  





  

    		2023-04-14 06:04:10.061169

    		-1.7 ms

  





  

    		2023-04-14 07:04:13.642105

    		-1.1 ms

  





  

    		2023-04-14 08:04:17.132925

    		-0.4 ms

  





  

    		2023-04-14 09:04:20.831286

    		0.9 ms

  





  

    		2023-04-14 10:04:23.810136

    		1.7 ms

  





  

    		2023-04-14 11:04:26.146014

    		2.1 ms

  





  

    		2023-04-14 12:04:28.439538

    		0.4 ms

  





  

    		2023-04-14 13:04:29.971275

    		0.8 ms

  





  

    		2023-04-14 14:04:31.924486

    		1.2 ms

  





  

    		2023-04-14 15:04:33.324448

    		0.8 ms

  





  

    		2023-04-14 16:04:34.901681

    		2.9 ms

  





  

    		2023-04-14 17:04:37.395748

    		-0.3 ms

  





  

    		2023-04-14 18:04:39.882109

    		-0.6 ms

  





  

    		2023-04-14 19:04:43.379828

    		-0.1 ms

  





  

    		2023-04-14 20:04:46.347146

    		0.2 ms

  





  

    		2023-04-14 21:04:49.479065

    		0.2 ms

  





  

    		2023-04-14 22:04:52.987651

    		-1.8 ms

  





  

    		2023-04-14 23:04:55.838858

    		-2.4 ms

  





  

    		2023-04-15 00:04:58.106594

    		-1.5 ms

  





  

    		2023-04-15 01:05:01.530549

    		-1.6 ms

  





  

    		2023-04-15 02:05:04.19936

    		-1.9 ms

  





  

    		2023-04-15 03:05:07.297925

    		0.0 ms

  





  

    		2023-04-15 04:05:10.476772

    		1.1 ms

  





  

    		2023-04-15 05:45:14.215094

    		0.4 ms

  





  

    		2023-04-15 06:50:28.856537

    		2.0 ms

  





  

    		2023-04-15 07:50:30.244565

    		1.0 ms

  





  

    		2023-04-15 08:50:32.65341

    		1.2 ms

  





  

    		2023-04-15 09:50:35.767782

    		1.0 ms

  





  

    		2023-04-15 10:50:37.630934

    		0.6 ms

  





  

    		2023-04-15 11:50:39.824014

    		1.4 ms

  





  

    		2023-04-15 12:50:41.457854

    		1.3 ms

  





  

    		2023-04-15 13:50:44.063664

    		0.3 ms

  





  

    		2023-04-15 14:50:45.460516

    		-1.5 ms

  





  

    		2023-04-15 15:50:47.172753

    		0.0 ms

  





  

    		2023-04-15 16:50:48.71266

    		-0.1 ms

  





  

    		2023-04-15 17:50:50.819037

    		-0.6 ms

  





  

    		2023-04-15 18:50:52.4034

    		0.6 ms

  





  

    		2023-04-15 19:50:55.887146

    		0.4 ms

  





  

    		2023-04-15 20:50:59.749843

    		-0.5 ms

  





  

    		2023-04-15 21:51:03.063115

    		0.4 ms

  





  

    		2023-04-15 22:51:05.49693

    		0.6 ms

  





  

    		2023-04-15 23:51:09.167265

    		0.3 ms

  





  

    		2023-04-16 00:51:11.387846

    		-0.3 ms

  





  

    		2023-04-16 01:51:14.000612

    		-0.6 ms

  





  

    		2023-04-16 02:51:17.21642

    		0.3 ms

  





  

    		2023-04-16 03:51:20.342194

    		0.9 ms

  





  

    		2023-04-16 04:51:23.414937

    		0.3 ms

  





  

    		2023-04-16 05:51:26.213667

    		-0.2 ms

  





  

    		2023-04-16 06:51:29.6501

    		1.7 ms

  





  

    		2023-04-16 07:51:33.245376

    		4.5 ms

  





  

    		2023-04-16 08:51:36.377127

    		1.6 ms

  





  

    		2023-04-16 09:51:39.309739

    		0.4 ms

  





  

    		2023-04-16 10:51:40.92474

    		0.2 ms

  





  

    		2023-04-16 11:51:42.531235

    		0.8 ms

  





  

    		2023-04-16 12:51:45.015556

    		2.4 ms

  





  

    		2023-04-16 13:51:47.570578

    		1.2 ms

  





  

    		2023-04-16 14:51:48.964365

    		-0.6 ms

  





  

    		2023-04-16 15:51:51.082919

    		-0.9 ms

  





  

    		2023-04-16 16:51:52.526368

    		-0.5 ms

  





  

    		2023-04-16 17:51:53.991317

    		-2.0 ms

  





  

    		2023-04-16 18:51:56.452796

    		-1.4 ms

  





  

    		2023-04-16 19:51:59.344582

    		-2.8 ms

  





  

    		2023-04-16 20:52:02.772308

    		-1.8 ms

  





  

    		2023-04-16 21:52:06.083063

    		-1.8 ms

  





  

    		2023-04-16 22:52:09.015427

    		0.3 ms

  





  

    		2023-04-16 23:52:12.21753

    		0.0 ms

  





  

    		2023-04-17 00:52:15.057224

    		-4.5 ms

  





  

    		2023-04-17 01:52:17.959411

    		-6.2 ms

  





  

    		2023-04-17 02:52:20.894043

    		-4.4 ms

  





  

    		2023-04-17 03:52:24.505905

    		-2.2 ms

  





  

    		2023-04-17 04:52:27.835248

    		2.8 ms

  





  

    		2023-04-17 05:52:30.908944

    		-1.1 ms

  





  

    		2023-04-17 06:52:32.487913

    		1.0 ms

  





  

    		2023-04-17 07:52:34.739865

    		0.3 ms

  





  

    		2023-04-17 08:52:36.316084

    		0.9 ms

  





  

    		2023-04-17 09:52:38.037483

    		1.1 ms

  





  

    		2023-04-17 10:52:39.812773

    		1.6 ms

  





  

    		2023-04-17 11:52:41.264769

    		-1.1 ms

  





  

    		2023-04-17 12:52:43.193682

    		2.3 ms

  





  

    		2023-04-17 13:52:44.713522

    		1.5 ms

  





  

    		2023-04-17 14:52:47.031332

    		0.8 ms

  





  

    		2023-04-17 15:52:48.6213

    		-0.2 ms

  





  

    		2023-04-17 16:52:51.288446

    		-0.9 ms

  





  

    		2023-04-17 17:52:52.794313

    		-2.0 ms

  





  

    		2023-04-17 18:52:54.87947

    		-0.8 ms

  





  

    		2023-04-17 19:52:57.530935

    		-1.7 ms

  





  

    		2023-04-17 20:53:00.276515

    		-1.4 ms

  





  

    		2023-04-17 21:53:03.197203

    		-2.5 ms

  





  

    		2023-04-17 22:53:06.654696

    		-2.9 ms

  





  

    		2023-04-17 23:53:09.564968

    		-0.7 ms

  





  

    		2023-04-18 00:53:12.08106

    		0.1 ms

  





  

    		2023-04-18 01:53:14.078209

    		0.5 ms

  





  

    		2023-04-18 02:53:17.714795

    		0.6 ms

  





  

    		2023-04-18 03:53:21.29124

    		0.6 ms

  





  

    		2023-04-18 04:53:24.449518

    		0.5 ms

  





  

    		2023-04-18 05:53:27.650024

    		0.6 ms

  





  

    		2023-04-18 06:53:31.365686

    		-0.2 ms

  





  

    		2023-04-18 07:53:33.541253

    		1.1 ms

  





  

    		2023-04-18 08:53:35.923782

    		2.3 ms

  





  

    		2023-04-18 09:53:37.690538

    		1.7 ms

  





  

    		2023-04-18 10:53:39.774139

    		0.0 ms

  





  

    		2023-04-18 11:53:41.56977

    		0.4 ms

  





  

    		2023-04-18 12:53:43.041028

    		-1.1 ms

  





  

    		2023-04-18 13:53:44.904945

    		-1.2 ms

  





  

    		2023-04-18 14:53:46.60413

    		4.0 ms

  





  

    		2023-04-18 15:53:50.011087

    		1.2 ms

  





  

    		2023-04-18 16:53:52.492658

    		-0.6 ms

  





  

    		2023-04-18 17:53:55.257803

    		-0.9 ms

  





  

    		2023-04-18 18:53:58.852492

    		-1.9 ms

  





  

    		2023-04-18 19:54:01.55805

    		-3.5 ms

  





  

    		2023-04-18 20:54:04.520336

    		-2.9 ms

  





  

    		2023-04-18 21:54:07.398869

    		0.2 ms

  





  

    		2023-04-18 22:54:09.533089

    		3.2 ms

  





  

    		2023-04-18 23:54:11.377334

    		0.8 ms

  





  

    		2023-04-19 00:54:13.363155

    		1.0 ms

  





  

    		2023-04-19 01:54:16.457212

    		1.3 ms

  





  

    		2023-04-19 02:54:19.587814

    		-1.1 ms

  





  

    		2023-04-19 03:54:22.78132

    		1.5 ms

  





  

    		2023-04-19 04:54:26.209376

    		-1.1 ms

  





  

    		2023-04-19 05:54:29.547852

    		-0.4 ms

  





  

    		2023-04-19 06:54:33.283138

    		-2.0 ms

  





  

    		2023-04-19 07:54:35.296938

    		-0.4 ms

  





  

    		2023-04-19 08:54:37.409654

    		5.3 ms

  





  

    		2023-04-19 09:54:38.967961

    		6.1 ms

  





  

    		2023-04-19 10:54:40.429156

    		0.8 ms

  





  

    		2023-04-19 11:54:42.067286

    		4.8 ms

  





  

    		2023-04-19 12:54:43.541352

    		-0.7 ms

  





  

    		2023-04-19 13:54:46.785572

    		-0.4 ms

  





  

    		2023-04-19 14:54:48.999168

    		-0.7 ms

  





  

    		2023-04-19 15:54:50.424686

    		-2.4 ms

  





  

    		2023-04-19 16:54:52.405457

    		-0.9 ms

  





  

    		2023-04-19 17:54:55.286069

    		-3.8 ms

  





  

    		2023-04-19 18:54:58.079582

    		-2.2 ms

  





  

    		2023-04-19 19:54:59.504871

    		-6.7 ms

  





  

    		2023-04-19 20:55:01.998693

    		-0.7 ms

  





  

    		2023-04-19 21:55:05.575707

    		-3.4 ms

  





  

    		2023-04-19 22:55:08.824809

    		-4.3 ms

  





  

    		2023-04-19 23:55:12.159294

    		1.5 ms

  





  

    		2023-04-20 00:55:15.432546

    		0.2 ms

  





  

    		2023-04-20 01:55:18.795493

    		-0.9 ms

  





  

    		2023-04-20 02:55:22.035664

    		-0.5 ms

  





  

    		2023-04-20 03:55:24.73186

    		-3.9 ms

  





  

    		2023-04-20 04:55:27.941669

    		0.8 ms

  





  

    		2023-04-20 05:55:30.884583

    		0.6 ms

  





  

    		2023-04-20 06:55:32.510989

    		-1.1 ms

  





  

    		2023-04-20 07:55:34.694049

    		-0.2 ms

  





  

    		2023-04-20 08:55:36.344865

    		-0.6 ms

  





  

    		2023-04-20 09:55:38.384935

    		1.8 ms

  





  

    		2023-04-20 10:55:40.510859

    		0.5 ms

  





  

    		2023-04-20 11:55:42.108748

    		0.5 ms

  





  

    		2023-04-20 12:55:44.398218

    		2.0 ms

  





  

    		2023-04-20 13:55:46.664054

    		-0.1 ms

  





  

    		2023-04-20 14:55:48.368588

    		-2.0 ms

  





  

    		2023-04-20 15:55:50.139184

    		-0.6 ms

  





  

    		2023-04-20 16:55:51.993444

    		-2.4 ms

  





  

    		2023-04-20 17:55:54.877714

    		0.2 ms

  





  

    		2023-04-20 18:55:58.216204

    		0.4 ms

  





  

    		2023-04-20 19:56:00.888226

    		-0.8 ms

  





  

    		2023-04-20 20:56:03.802667

    		-0.3 ms

  





  

    		2023-04-20 21:56:06.26745

    		-0.8 ms

  





  

    		2023-04-20 22:56:09.250796

    		-0.1 ms

  





  

    		2023-04-20 23:56:11.615906

    		1.5 ms

  





  

    		2023-04-21 00:56:13.87375

    		-1.3 ms

  





  

    		2023-04-21 01:56:16.732602

    		-1.2 ms

  





  

    		2023-04-21 02:56:19.580877

    		0.9 ms

  





  

    		2023-04-21 03:56:22.547131

    		-0.2 ms

  





  

    		2023-04-21 04:56:25.330529

    		0.1 ms

  





  

    		2023-04-21 05:56:28.46935

    		0.4 ms

  





  

    		2023-04-21 06:56:30.467478

    		3.6 ms

  





  

    		2023-04-21 07:56:33.340789

    		2.2 ms

  





  

    		2023-04-21 08:56:34.849755

    		3.1 ms

  





  

    		2023-04-21 09:56:36.788277

    		5.1 ms

  





  

    		2023-04-21 10:56:38.608368

    		0.9 ms

  





  

    		2023-04-21 11:56:40.492017

    		1.8 ms

  





  

    		2023-04-21 12:56:42.388133

    		3.4 ms

  





  

    		2023-04-21 13:56:44.396023

    		1.7 ms

  





  

    		2023-04-21 14:56:46.543245

    		-1.2 ms

  





  

    		2023-04-21 15:56:48.655528

    		0.0 ms

  





  

    		2023-04-21 16:56:50.75093

    		0.8 ms

  





  

    		2023-04-21 17:56:52.643493

    		-0.4 ms

  





  

    		2023-04-21 18:56:54.404299

    		0.1 ms

  





  

    		2023-04-21 19:56:56.917766

    		-0.4 ms

  





  

    		2023-04-21 20:57:00.086082

    		-0.2 ms

  





  

    		2023-04-21 21:57:01.790352

    		0.6 ms

  





  

    		2023-04-21 22:57:04.022118

    		-0.5 ms

  





  

    		2023-04-21 23:57:07.885971

    		-0.5 ms

  





  

    		2023-04-22 00:57:09.37124

    		1.6 ms

  





  

    		2023-04-22 01:57:11.240738

    		0.8 ms

  





  

    		2023-04-22 02:57:14.455111

    		-0.8 ms

  





  

    		2023-04-22 03:57:17.416463

    		-0.4 ms

  





  

    		2023-04-22 04:57:20.347972

    		-0.8 ms

  





  

    		2023-04-22 05:57:23.48212

    		0.2 ms

  





  

    		2023-04-22 06:57:26.364046

    		-0.2 ms

  





  

    		2023-04-22 07:57:28.482617

    		0.5 ms

  





  

    		2023-04-22 08:57:30.33617

    		1.2 ms

  





  

    		2023-04-22 09:57:33.434162

    		0.2 ms

  





  

    		2023-04-22 10:57:36.148965

    		0.9 ms

  





  

    		2023-04-22 11:57:37.634713

    		2.4 ms

  





  

    		2023-04-22 12:57:39.557244

    		0.5 ms

  





  

    		2023-04-22 13:57:42.886852

    		-1.0 ms

  





  

    		2023-04-22 14:57:46.306804

    		0.0 ms

  





  

    		2023-04-22 15:57:48.037038

    		0.4 ms

  





  

    		2023-04-22 16:57:49.803335

    		-1.0 ms

  





  

    		2023-04-22 17:57:51.866149

    		0.8 ms

  





  

    		2023-04-22 18:57:54.855783

    		1.9 ms

  





  

    		2023-04-22 19:57:57.5826

    		-0.4 ms

  





  

    		2023-04-22 20:58:00.761706

    		-0.2 ms

  





  

    		2023-04-22 21:58:03.643914

    		-0.3 ms

  





  

    		2023-04-22 22:58:06.170284

    		0.7 ms

  





  

    		2023-04-22 23:58:08.331602

    		0.3 ms

  





  

    		2023-04-23 00:58:10.528437

    		-0.1 ms

  





  

    		2023-04-23 01:58:12.877374

    		0.4 ms

  





  

    		2023-04-23 02:58:16.236585

    		0.8 ms

  





  

    		2023-04-23 03:58:18.733235

    		0.6 ms

  





  

    		2023-04-23 04:58:21.258353

    		-0.3 ms

  





  

    		2023-04-23 05:58:23.70967

    		-4.0 ms

  





  

    		2023-04-23 06:58:27.477014

    		-4.0 ms

  





  

    		2023-04-23 07:58:29.106847

    		-0.9 ms

  





  

    		2023-04-23 08:58:31.383054

    		1.1 ms

  





  

    		2023-04-23 09:58:33.012878

    		1.7 ms

  





  

    		2023-04-23 10:58:34.884547

    		2.5 ms

  





  

    		2023-04-23 11:58:36.671534

    		-0.7 ms

  





  

    		2023-04-23 12:58:39.66823

    		1.3 ms

  





  

    		2023-04-23 13:58:41.515946

    		-0.6 ms

  





  

    		2023-04-23 14:58:43.702504

    		1.6 ms

  





  

    		2023-04-23 15:58:45.984705

    		1.8 ms

  





  

    		2023-04-23 16:58:47.491793

    		0.2 ms

  





  

    		2023-04-23 17:58:50.54427

    		-1.5 ms

  





  

    		2023-04-23 18:58:54.023038

    		2.0 ms

  





  

    		2023-04-23 19:58:55.604559

    		-0.1 ms

  





  

    		2023-04-23 20:58:57.283624

    		1.5 ms

  





  

    		2023-04-23 21:58:59.54079

    		0.4 ms

  





  

    		2023-04-23 22:59:01.718984

    		0.6 ms

  





  

    		2023-04-23 23:59:03.933619

    		-1.5 ms

  





  

    		2023-04-24 00:59:05.992995

    		-2.8 ms

  





  

    		2023-04-24 01:59:08.509274

    		-0.9 ms

  





  

    		2023-04-24 02:59:11.215231

    		-0.2 ms

  





  

    		2023-04-24 03:59:14.450778

    		1.2 ms

  





  

    		2023-04-24 04:59:16.161311

    		1.7 ms

  





  

    		2023-04-24 05:59:17.796822

    		2.0 ms

  





  

    		2023-04-24 06:59:19.313845

    		0.5 ms

  





  

    		2023-04-24 07:59:20.701213

    		1.9 ms

  





  

    		2023-04-24 08:59:22.778274

    		2.7 ms

  





  

    		2023-04-24 09:59:24.533345

    		2.3 ms

  





  

    		2023-04-24 10:59:26.323665

    		3.1 ms

  





  

    		2023-04-24 11:59:27.887592

    		0.9 ms

  





  

    		2023-04-24 12:59:29.71626

    		1.3 ms

  





  

    		2023-04-24 13:59:31.867519

    		0.8 ms

  





  

    		2023-04-24 14:59:33.287297

    		0.3 ms

  





  

    		2023-04-24 15:59:36.200154

    		1.2 ms

  





  

    		2023-04-24 16:59:39.858454

    		-1.1 ms

  





  

    		2023-04-24 17:59:42.704021

    		2.6 ms

  





  

    		2023-04-24 18:59:44.042435

    		-0.1 ms

  





  

    		2023-04-24 19:59:45.628439

    		1.7 ms

  





  

    		2023-04-24 20:59:48.995744

    		-0.2 ms

  





  

    		2023-04-24 21:59:51.239982

    		0.4 ms

  





  

    		2023-04-24 22:59:52.92897

    		-2.5 ms

  





  

    		2023-04-24 23:59:55.765511

    		-1.4 ms

  





  

    		2023-04-25 00:59:59.65427

    		-3.6 ms

  





  

    		2023-04-25 02:00:02.443727

    		1.3 ms

  





  

    		2023-04-25 03:00:05.161607

    		-0.7 ms

  





  

    		2023-04-25 04:00:07.9879

    		-0.8 ms

  





  

    		2023-04-25 05:00:10.623663

    		-0.4 ms

  





  

    		2023-04-25 06:00:12.384307

    		-1.3 ms

  





  

    		2023-04-25 07:00:14.535216

    		2.3 ms

  





  

    		2023-04-25 08:00:16.193003

    		1.9 ms

  





  

    		2023-04-25 09:00:18.082845

    		2.0 ms

  





  

    		2023-04-25 10:00:19.579107

    		2.6 ms

  





  

    		2023-04-25 11:00:22.06642

    		0.1 ms

  





  

    		2023-04-25 12:00:23.625675

    		0.9 ms

  





  

    		2023-04-25 13:00:25.609901

    		3.5 ms

  





  

    		2023-04-25 14:00:27.772768

    		-0.4 ms

  





  

    		2023-04-25 15:00:29.600298

    		0.2 ms

  





  

    		2023-04-25 16:00:31.426076

    		0.9 ms

  





  

    		2023-04-25 17:00:33.145942

    		4.4 ms

  





  

    		2023-04-25 18:00:35.812276

    		4.0 ms

  





  

    		2023-04-25 19:00:37.285823

    		0.3 ms

  





  

    		2023-04-25 20:00:41.378651

    		1.3 ms

  





  

    		2023-04-25 21:00:44.461347

    		1.7 ms

  





  

    		2023-04-25 22:00:45.832655

    		-0.1 ms

  





  

    		2023-04-25 23:00:49.502235

    		-0.6 ms

  





  

    		2023-04-26 00:00:52.442034

    		-2.3 ms

  





  

    		2023-04-26 01:00:54.891459

    		-2.7 ms

  





  

    		2023-04-26 02:00:57.476659

    		-1.0 ms

  





  

    		2023-04-26 03:01:00.229457

    		-2.9 ms

  





  

    		2023-04-26 04:01:02.992463

    		-0.9 ms

  





  

    		2023-04-26 05:01:05.338426

    		-5.7 ms

  





  

    		2023-04-26 06:01:08.270804

    		-1.3 ms

  





  

    		2023-04-26 07:01:10.700056

    		0.8 ms

  





  

    		2023-04-26 08:01:13.153065

    		-3.4 ms

  





  

    		2023-04-26 09:01:16.010599

    		0.4 ms

  





  

    		2023-04-26 10:01:17.759828

    		1.4 ms

  





  

    		2023-04-26 11:01:20.139096

    		0.8 ms

  





  

    		2023-04-26 12:01:22.773836

    		0.3 ms

  





  

    		2023-04-26 13:01:25.235393

    		0.3 ms

  





  

    		2023-04-26 14:01:28.008988

    		-0.4 ms

  





  

    		2023-04-26 15:01:30.021175

    		-1.5 ms

  





  

    		2023-04-26 16:01:31.753907

    		-0.2 ms

  





  

    		2023-04-26 17:01:33.245587

    		-1.9 ms

  





  

    		2023-04-26 18:01:36.115508

    		3.4 ms

  





  

    		2023-04-26 19:01:38.814878

    		1.2 ms

  





  

    		2023-04-26 20:01:41.348513

    		1.8 ms

  





  

    		2023-04-26 21:01:44.907051

    		-1.5 ms

  





  

    		2023-04-26 22:01:47.747944

    		-1.7 ms

  





  

    		2023-04-26 23:01:50.430473

    		-3.4 ms

  





  

    		2023-04-27 00:02:12.827622

    		-0.9 ms

  





  

    		2023-04-27 01:02:17.606538

    		-0.4 ms

  





  

    		2023-04-27 02:02:20.014857

    		-0.4 ms

  





  

    		2023-04-27 03:02:22.478908

    		-0.5 ms

  





  

    		2023-04-27 04:02:24.759853

    		1.2 ms

  





  

    		2023-04-27 05:02:27.83663

    		1.7 ms

  





  

    		2023-04-27 06:02:30.568787

    		3.4 ms

  





  

    		2023-04-27 07:02:32.685372

    		-0.4 ms

  





  

    		2023-04-27 08:02:34.569052

    		1.1 ms

  





  

    		2023-04-27 09:02:36.197742

    		1.7 ms

  





  

    		2023-04-27 10:02:37.698447

    		-0.1 ms

  





  

    		2023-04-27 11:02:39.356829

    		0.4 ms

  





  

    		2023-04-27 12:02:41.25268

    		-4.4 ms

  





  

    		2023-04-27 13:02:44.533556

    		0.8 ms

  





  

    		2023-04-27 14:02:46.185595

    		1.5 ms

  





  

    		2023-04-27 15:02:47.994895

    		0.6 ms

  





  

    		2023-04-27 16:02:50.036972

    		-0.2 ms

  





  

    		2023-04-27 17:02:51.902689

    		2.0 ms

  





  

    		2023-04-27 18:02:54.167895

    		0.1 ms

  





  

    		2023-04-27 19:02:57.717098

    		0.2 ms

  





  

    		2023-04-27 20:03:00.856352

    		-1.6 ms

  





  

    		2023-04-27 21:03:03.98123

    		1.1 ms

  





  

    		2023-04-27 22:03:06.863775

    		1.3 ms

  





  

    		2023-04-27 23:03:10.194834

    		0.8 ms

  





  

    		2023-04-28 00:03:13.268404

    		-0.2 ms

  





  

    		2023-04-28 01:03:15.482642

    		-0.8 ms

  





  

    		2023-04-28 02:03:18.558642

    		0.2 ms

  





  

    		2023-04-28 03:03:21.524982

    		-1.3 ms

  





  

    		2023-04-28 04:03:24.807129

    		-4.1 ms

  





  

    		2023-04-28 05:03:28.162452

    		-0.3 ms

  





  

    		2023-04-28 06:03:30.950886

    		0.2 ms

  





  

    		2023-04-28 07:03:32.619039

    		-0.9 ms

  





  

    		2023-04-28 08:03:34.123853

    		-0.1 ms

  





  

    		2023-04-28 09:03:36.490728

    		-3.8 ms

  





  

    		2023-04-28 10:03:38.186124

    		2.5 ms

  





  

    		2023-04-28 11:03:40.115333

    		-3.0 ms

  





  

    		2023-04-28 12:03:42.022791

    		1.7 ms

  





  

    		2023-04-28 13:03:44.038034

    		1.4 ms

  





  

    		2023-04-28 14:03:46.874635

    		2.6 ms

  





  

    		2023-04-28 15:03:48.343232

    		-0.4 ms

  





  

    		2023-04-28 16:03:50.752374

    		0.3 ms

  





  

    		2023-04-28 17:03:53.192855

    		2.2 ms

  





  

    		2023-04-28 18:03:56.272301

    		0.4 ms

  





  

    		2023-04-28 19:03:58.004087

    		-1.6 ms

  





  

    		2023-04-28 20:03:59.847888

    		-4.3 ms

  





  

    		2023-04-28 21:04:02.879163

    		-0.5 ms

  





  

    		2023-04-28 22:04:06.448402

    		-1.2 ms

  





  

    		2023-04-28 23:04:10.038455

    		-1.6 ms

  





  

    		2023-04-29 00:04:12.777165

    		-1.8 ms

  





  

    		2023-04-29 01:04:15.601414

    		-4.5 ms

  





  

    		2023-04-29 02:04:18.081321

    		-0.3 ms

  





  

    		2023-04-29 03:04:20.401232

    		1.1 ms

  





  

    		2023-04-29 04:04:22.98306

    		-0.1 ms

  





  

    		2023-04-29 05:04:25.470032

    		-1.2 ms

  





  

    		2023-04-29 06:04:28.354305

    		-0.6 ms

  





  

    		2023-04-29 07:04:30.342647

    		0.7 ms

  





  

    		2023-04-29 08:04:33.388112

    		-0.7 ms

  





  

    		2023-04-29 09:04:34.991084

    		1.9 ms

  





  

    		2023-04-29 10:04:37.604111

    		1.4 ms

  





  

    		2023-04-29 11:04:39.101734

    		2.9 ms

  





  

    		2023-04-29 12:04:41.110046

    		1.1 ms

  





  

    		2023-04-29 13:04:43.937022

    		1.0 ms

  





  

    		2023-04-29 14:04:47.221342

    		-2.0 ms

  





  

    		2023-04-29 15:04:50.375886

    		0.2 ms

  





  

    		2023-04-29 16:04:51.911026

    		0.9 ms

  





  

    		2023-04-29 17:04:55.242087

    		-0.1 ms

  





  

    		2023-04-29 18:04:57.043543

    		-0.1 ms

  





  

    		2023-04-29 19:05:00.045404

    		2.6 ms

  





  

    		2023-04-29 20:05:02.822498

    		-1.8 ms

  





  

    		2023-04-29 21:05:04.951116

    		0.2 ms

  





  

    		2023-04-29 22:05:08.649305

    		-2.0 ms

  





  

    		2023-04-29 23:05:11.687321

    		-2.2 ms

  





  

    		2023-04-30 00:05:15.091394

    		1.3 ms

  





  

    		2023-04-30 01:05:17.675054

    		-1.0 ms

  





  

    		2023-04-30 02:05:20.189103

    		-0.1 ms

  





  

    		2023-04-30 03:05:23.138386

    		-2.8 ms

  





  

    		2023-04-30 04:05:25.573854

    		-3.3 ms

  





  

    		2023-04-30 05:05:27.801929

    		-4.0 ms

  





  

    		2023-04-30 06:05:29.622924

    		-1.7 ms

  





  

    		2023-04-30 07:05:32.517403

    		-3.6 ms

  





  

    		2023-04-30 08:05:34.227121

    		0.9 ms

  





  

    		2023-04-30 09:05:35.944711

    		1.6 ms

  





  

    		2023-04-30 10:05:39.691004

    		0.6 ms

  





  

    		2023-04-30 11:05:42.74816

    		1.7 ms

  





  

    		2023-04-30 12:05:44.536547

    		0.4 ms

  





  

    		2023-04-30 13:05:46.970701

    		-3.8 ms

  





  

    		2023-04-30 14:05:50.336447

    		0.4 ms

  





  

    		2023-04-30 15:05:53.34707

    		-0.8 ms

  





  

    		2023-04-30 16:05:56.762219

    		0.0 ms

  





  

    		2023-04-30 17:06:00.101866

    		-4.7 ms

  





  

    		2023-04-30 18:06:01.781853

    		2.4 ms

  





  

    		2023-04-30 19:06:03.902806

    		-1.0 ms

  





  

    		2023-04-30 20:06:07.345898

    		-1.3 ms

  





  

    		2023-04-30 21:06:10.352336

    		0.2 ms

  





  

    		2023-04-30 22:06:14.125468

    		-1.5 ms

  





  

    		2023-04-30 23:06:16.803666

    		1.1 ms

  





  

    		2023-05-01 00:06:19.649588

    		-0.6 ms

  





  

    		2023-05-01 01:06:22.413362

    		-3.2 ms

  





  

    		2023-05-01 02:06:25.456254

    		-3.6 ms

  





  

    		2023-05-01 03:06:28.058236

    		-3.2 ms

  





  

    		2023-05-01 04:06:30.803146

    		0.1 ms

  





  

    		2023-05-01 05:06:33.668089

    		-0.7 ms

  





  

    		2023-05-01 06:06:36.288727

    		1.7 ms

  





  

    		2023-05-01 07:06:39.128274

    		-0.3 ms

  





  

    		2023-05-01 08:06:42.448644

    		0.3 ms

  





  

    		2023-05-01 09:06:45.578107

    		-4.3 ms

  





  

    		2023-05-01 10:06:47.200272

    		1.8 ms

  





  

    		2023-05-01 11:06:49.587863

    		1.0 ms

  





  

    		2023-05-01 12:06:51.11167

    		-3.5 ms

  





  

    		2023-05-01 13:06:52.915462

    		0.7 ms

  





  

    		2023-05-01 14:06:54.736706

    		0.2 ms

  





  

    		2023-05-01 15:06:56.44432

    		-0.3 ms

  





  

    		2023-05-01 16:06:58.175666

    		-3.2 ms

  





  

    		2023-05-01 17:06:59.717537

    		1.3 ms

  





  

    		2023-05-01 18:07:01.372479

    		-1.0 ms

  





  

    		2023-05-01 19:07:03.74984

    		-1.2 ms

  





  

    		2023-05-01 20:07:06.70864

    		1.7 ms

  





  

    		2023-05-01 21:07:09.695432

    		0.0 ms

  





  

    		2023-05-01 22:07:13.473631

    		-4.2 ms

  





  

    		2023-05-01 23:07:16.35508

    		-5.2 ms

  





  

    		2023-05-02 00:07:19.768345

    		-1.3 ms

  





  

    		2023-05-02 01:07:22.095486

    		-1.7 ms

  





  

    		2023-05-02 02:07:23.785272

    		-0.9 ms

  





  

    		2023-05-02 03:07:27.146907

    		-0.1 ms

  





  

    		2023-05-02 04:07:30.324228

    		0.1 ms

  





  

    		2023-05-02 05:07:33.82777

    		-4.2 ms

  





  

    		2023-05-02 06:07:37.105854

    		-3.7 ms

  





  

    		2023-05-02 07:07:38.929495

    		1.4 ms

  





  

    		2023-05-02 08:07:41.712264

    		-3.5 ms

  





  

    		2023-05-02 09:07:43.929371

    		1.4 ms

  





  

    		2023-05-02 10:07:46.386057

    		2.8 ms

  





  

    		2023-05-02 11:07:48.218518

    		3.3 ms

  





  

    		2023-05-02 12:07:49.676032

    		5.6 ms

  





  

    		2023-05-02 13:07:51.365283

    		4.5 ms

  





  

    		2023-05-02 14:07:52.859298

    		0.7 ms

  





  

    		2023-05-02 15:07:55.098961

    		1.3 ms

  





  

    		2023-05-02 16:07:56.572885

    		0.8 ms

  





  

    		2023-05-02 17:07:58.852699

    		-0.2 ms

  





  

    		2023-05-02 18:08:01.919956

    		-1.1 ms

  





  

    		2023-05-02 19:08:05.86753

    		-1.2 ms

  





  

    		2023-05-02 20:08:09.45119

    		-2.3 ms

  





  

    		2023-05-02 21:08:10.953144

    		-4.4 ms

  





  

    		2023-05-02 22:08:13.276592

    		-11.4 ms

  





  

    		2023-05-02 23:08:15.737316

    		-1.5 ms

  





  

    		2023-05-03 00:08:19.112089

    		-2.5 ms

  





  

    		2023-05-03 01:08:20.746083

    		-1.0 ms

  





  

    		2023-05-03 02:08:24.692497

    		-5.8 ms

  





  

    		2023-05-03 03:08:28.10557

    		-0.9 ms

  





  

    		2023-05-03 04:08:30.771426

    		0.2 ms

  





  

    		2023-05-03 05:08:33.724953

    		-1.3 ms

  





  

    		2023-05-03 06:08:37.588767

    		1.7 ms

  





  

    		2023-05-03 07:08:40.79074

    		1.2 ms

  





  

    		2023-05-03 08:08:43.605228

    		3.9 ms

  





  

    		2023-05-03 09:08:46.021831

    		0.3 ms

  





  

    		2023-05-03 10:08:47.781479

    		1.7 ms

  





  

    		2023-05-03 11:08:49.67052

    		3.2 ms

  





  

    		2023-05-03 12:08:51.981789

    		3.7 ms

  





  

    		2023-05-03 13:08:55.339426

    		2.5 ms

  





  

    		2023-05-03 14:08:57.636176

    		1.4 ms

  





  

    		2023-05-03 15:08:59.995695

    		-1.2 ms

  





  

    		2023-05-03 16:09:01.744647

    		0.4 ms

  





  

    		2023-05-03 17:09:03.905936

    		-1.3 ms

  





  

    		2023-05-03 18:09:06.535001

    		-1.7 ms

  





  

    		2023-05-03 19:09:09.639869

    		8.2 ms

  





  

    		2023-05-03 20:09:12.670762

    		-0.2 ms

  





  

    		2023-05-03 21:09:14.917458

    		0.4 ms

  





  

    		2023-05-03 22:09:17.778707

    		-1.7 ms

  





  

    		2023-05-03 23:09:20.726058

    		-5.7 ms

  





  

    		2023-05-04 00:09:23.458902

    		-2.0 ms

  





  

    		2023-05-04 01:09:25.721976

    		-2.2 ms

  





  

    		2023-05-04 02:09:28.828226

    		-1.7 ms

  





  

    		2023-05-04 03:09:32.072359

    		-1.8 ms

  





  

    		2023-05-04 04:09:34.781427

    		-2.8 ms

  





  

    		2023-05-04 05:09:36.349176

    		-0.8 ms

  





  

    		2023-05-04 06:09:39.892177

    		0.1 ms

  





  

    		2023-05-04 07:09:43.462734

    		1.9 ms

  





  

    		2023-05-04 08:09:45.502935

    		-5.1 ms

  





  

    		2023-05-04 09:09:47.123111

    		2.3 ms

  





  

    		2023-05-04 10:09:48.932732

    		2.0 ms

  





  

    		2023-05-04 11:09:50.783709

    		0.7 ms

  





  

    		2023-05-04 12:09:52.606656

    		1.2 ms

  





  

    		2023-05-04 13:09:54.796655

    		0.0 ms

  





  

    		2023-05-04 14:09:56.551126

    		1.9 ms

  





  

    		2023-05-04 15:09:59.347691

    		2.0 ms

  





  

    		2023-05-04 16:10:01.75093

    		3.0 ms

  





  

    		2023-05-04 17:10:04.397577

    		-0.5 ms

  





  

    		2023-05-04 18:10:06.706922

    		-0.9 ms

  





  

    		2023-05-04 19:10:08.658758

    		-0.4 ms

  





  

    		2023-05-04 20:10:12.089617

    		-1.0 ms

  





  

    		2023-05-04 21:10:13.6558

    		0.8 ms

  





  

    		2023-05-04 22:10:16.165504

    		-3.9 ms

  





  

    		2023-05-04 23:10:18.104144

    		0.9 ms

  





  

    		2023-05-05 00:10:21.708884

    		0.1 ms

  





  

    		2023-05-05 01:10:25.173305

    		1.8 ms

  





  

    		2023-05-05 02:10:27.802905

    		-3.4 ms

  





  

    		2023-05-05 03:10:30.054776

    		-0.5 ms

  





  

    		2023-05-05 04:10:32.13372

    		-3.5 ms

  





  

    		2023-05-05 05:10:34.033488

    		-0.5 ms

  





  

    		2023-05-05 06:10:36.937479

    		0.8 ms

  





  

    		2023-05-05 07:10:38.482975

    		0.6 ms

  





  

    		2023-05-05 08:10:40.167652

    		1.4 ms

  





  

    		2023-05-05 09:10:42.87765

    		2.4 ms

  





  

    		2023-05-05 10:10:44.369304

    		3.6 ms

  





  

    		2023-05-05 11:10:46.352564

    		2.0 ms

  





  

    		2023-05-05 12:10:48.198372

    		1.4 ms

  





  

    		2023-05-05 13:10:49.825374

    		-4.3 ms

  





  

    		2023-05-05 14:10:51.962746

    		0.8 ms

  





  

    		2023-05-05 15:10:53.443276

    		0.4 ms

  





  

    		2023-05-05 16:10:55.814579

    		2.0 ms

  





  

    		2023-05-05 17:10:59.572089

    		1.8 ms

  





  

    		2023-05-05 18:11:03.254747

    		0.6 ms

  





  

    		2023-05-05 19:11:07.022972

    		-1.4 ms

  





  

    		2023-05-05 20:11:10.641532

    		-0.5 ms

  





  

    		2023-05-05 21:11:12.756618

    		-1.2 ms

  





  

    		2023-05-05 22:11:14.875119

    		-5.1 ms

  





  

    		2023-05-05 23:11:16.829167

    		-0.7 ms

  





  

    		2023-05-06 00:11:19.324042

    		-0.5 ms

  





  

    		2023-05-06 01:11:22.855002

    		-1.3 ms

  





  

    		2023-05-06 02:11:25.652198

    		-2.6 ms

  





  

    		2023-05-06 03:11:28.496942

    		-2.0 ms

  





  

    		2023-05-06 04:11:30.638754

    		-1.0 ms

  





  

    		2023-05-06 05:11:34.379593

    		-5.4 ms

  





  

    		2023-05-06 06:11:38.279217

    		-0.6 ms

  





  

    		2023-05-06 07:11:41.559431

    		-1.5 ms

  





  

    		2023-05-06 08:11:43.368438

    		0.1 ms

  





  

    		2023-05-06 09:11:45.143245

    		1.5 ms

  





  

    		2023-05-06 10:11:46.813691

    		0.1 ms

  





  

    		2023-05-06 11:11:48.466788

    		0.1 ms

  





  

    		2023-05-06 12:11:50.678411

    		0.9 ms

  





  

    		2023-05-06 13:11:53.661347

    		0.2 ms

  





  

    		2023-05-06 14:11:55.618552

    		-0.4 ms

  





  

    		2023-05-06 15:11:58.29832

    		0.4 ms

  





  

    		2023-05-06 16:11:59.98578

    		0.7 ms

  





  

    		2023-05-06 17:12:01.587437

    		2.4 ms

  





  

    		2023-05-06 18:12:03.298972

    		-0.2 ms

  





  

    		2023-05-06 19:12:05.795714

    		-0.7 ms

  





  

    		2023-05-06 20:12:08.410984

    		-0.9 ms

  





  

    		2023-05-06 21:12:11.743143

    		0.5 ms

  





  

    		2023-05-06 22:12:14.151584

    		0.1 ms

  





  

    		2023-05-06 23:12:17.205084

    		0.4 ms

  





  

    		2023-05-07 00:12:20.340677

    		0.4 ms

  





  

    		2023-05-07 01:12:23.262902

    		0.2 ms

  





  

    		2023-05-07 02:12:25.832973

    		0.4 ms

  





  

    		2023-05-07 03:12:28.401249

    		-0.8 ms

  





  

    		2023-05-07 04:12:30.107747

    		1.3 ms

  





  

    		2023-05-07 05:12:31.885288

    		-0.4 ms

  





  

    		2023-05-07 06:12:35.704726

    		-0.1 ms

  





  

    		2023-05-07 07:12:39.131949

    		-1.1 ms

  





  

    		2023-05-07 08:12:41.874268

    		0.2 ms

  





  

    		2023-05-07 09:12:44.399916

    		-1.5 ms

  





  

    		2023-05-07 10:12:47.664243

    		1.7 ms

  





  

    		2023-05-07 11:12:50.323512

    		0.3 ms

  





  

    		2023-05-07 12:12:51.789846

    		-1.7 ms

  





  

    		2023-05-07 13:12:54.691894

    		1.4 ms

  





  

    		2023-05-07 14:12:57.36576

    		8.9 ms

  





  

    		2023-05-07 15:13:00.053477

    		2.5 ms

  





  

    		2023-05-07 16:13:02.352784

    		1.5 ms

  





  

    		2023-05-07 17:13:04.049636

    		1.6 ms

  





  

    		2023-05-07 18:13:05.743579

    		-0.4 ms

  





  

    		2023-05-07 19:13:08.19399

    		1.0 ms

  





  

    		2023-05-07 20:13:10.409691

    		-4.5 ms

  





  

    		2023-05-07 21:13:14.063619

    		-0.4 ms

  





  

    		2023-05-07 22:13:17.004223

    		-1.6 ms

  





  

    		2023-05-07 23:13:19.912831

    		0.3 ms

  





  

    		2023-05-08 00:13:23.027786

    		-0.2 ms

  





  

    		2023-05-08 01:13:25.850671

    		-1.6 ms

  





  

    		2023-05-08 02:13:28.111365

    		0.1 ms

  





  

    		2023-05-08 03:13:31.605486

    		0.9 ms

  





  

    		2023-05-08 04:13:34.591789

    		2.4 ms

  





  

    		2023-05-08 05:13:37.962604

    		1.7 ms

  





  

    		2023-05-08 06:13:39.605847

    		2.7 ms

  





  

    		2023-05-08 07:13:41.383585

    		2.2 ms

  





  

    		2023-05-08 08:13:42.849976

    		1.9 ms

  





  

    		2023-05-08 09:13:44.72614

    		1.7 ms

  





  

    		2023-05-08 10:13:46.433768

    		-3.5 ms

  





  

    		2023-05-08 11:13:48.063148

    		-0.8 ms

  





  

    		2023-05-08 12:13:49.681624

    		-0.1 ms

  





  

    		2023-05-08 13:13:51.765846

    		4.3 ms

  





  

    		2023-05-08 14:13:53.98407

    		2.2 ms

  





  

    		2023-05-08 15:13:55.876822

    		2.9 ms

  





  

    		2023-05-08 16:13:58.560374

    		-0.6 ms

  





  

    		2023-05-08 17:13:59.986804

    		1.5 ms

  





  

    		2023-05-08 18:14:02.664252

    		0.0 ms

  





  

    		2023-05-08 19:14:04.875074

    		0.1 ms

  





  

    		2023-05-08 20:14:06.547552

    		0.8 ms

  





  

    		2023-05-08 21:14:10.134967

    		-3.4 ms

  





  

    		2023-05-08 22:14:13.7596

    		-1.5 ms

  





  

    		2023-05-08 23:14:16.791501

    		-1.5 ms

  





  

    		2023-05-09 00:14:20.186837

    		-1.7 ms

  





  

    		2023-05-09 01:14:22.921493

    		-1.5 ms

  





  

    		2023-05-09 02:14:25.751847

    		-3.3 ms

  





  

    		2023-05-09 03:14:27.948132

    		-1.4 ms

  





  

    		2023-05-09 04:14:30.367405

    		-3.1 ms

  





  

    		2023-05-09 05:14:33.683194

    		-3.2 ms

  





  

    		2023-05-09 06:14:37.55692

    		-2.7 ms

  





  

    		2023-05-09 07:14:40.715902

    		0.5 ms

  





  

    		2023-05-09 08:14:42.44012

    		-1.3 ms

  





  

    		2023-05-09 09:14:43.913083

    		-3.3 ms

  





  

    		2023-05-09 10:14:45.615519

    		1.5 ms

  





  

    		2023-05-09 11:14:48.117169

    		-3.4 ms

  





  

    		2023-05-09 12:14:50.20208

    		0.2 ms

  





  

    		2023-05-09 13:14:51.955549

    		-5.8 ms

  





  

    		2023-05-09 14:14:53.536796

    		0.6 ms

  





  

    		2023-05-09 15:14:55.117939

    		0.9 ms

  





  

    		2023-05-09 16:14:56.998268

    		0.0 ms

  





  

    		2023-05-09 17:14:58.392379

    		-0.1 ms

  





  

    		2023-05-09 18:14:59.922596

    		0.0 ms

  





  

    		2023-05-09 19:15:02.50767

    		1.8 ms

  





  

    		2023-05-09 20:15:05.671047

    		0.2 ms

  





  

    		2023-05-09 21:15:07.182232

    		-0.3 ms

  





  

    		2023-05-09 22:15:10.263559

    		-0.5 ms

  





  

    		2023-05-09 23:15:13.633518

    		-5.3 ms

  





  

    		2023-05-10 00:15:16.762992

    		-1.0 ms

  





  

    		2023-05-10 01:15:18.911151

    		-0.5 ms

  





  

    		2023-05-10 02:15:21.074486

    		-1.1 ms

  





  

    		2023-05-10 03:15:23.868602

    		-2.7 ms

  





  

    		2023-05-10 04:15:26.895675

    		-0.1 ms

  





  

    		2023-05-10 05:15:30.251565

    		-1.6 ms

  





  

    		2023-05-10 06:15:33.609421

    		0.2 ms

  





  

    		2023-05-10 07:15:35.363149

    		10.6 ms

  





  

    		2023-05-10 08:15:36.945913

    		1.7 ms

  





  

    		2023-05-10 09:15:38.440449

    		1.7 ms

  





  

    		2023-05-10 10:15:39.944466

    		0.0 ms

  





  

    		2023-05-10 11:15:41.902062

    		2.2 ms

  





  

    		2023-05-10 12:15:43.891443

    		1.7 ms

  





  

    		2023-05-10 13:15:45.963451

    		-0.1 ms

  





  

    		2023-05-10 14:15:47.61201

    		-1.0 ms

  





  

    		2023-05-10 15:15:49.097286

    		2.0 ms

  





  

    		2023-05-10 16:15:50.921978

    		-1.9 ms

  





  

    		2023-05-10 17:15:52.492663

    		-1.2 ms

  





  

    		2023-05-10 18:15:56.062492

    		0.0 ms

  





  

    		2023-05-10 19:15:59.40545

    		-1.8 ms

  





  

    		2023-05-10 20:16:02.270173

    		-2.2 ms

  





  

    		2023-05-10 21:16:04.135705

    		-0.1 ms

  





  

    		2023-05-10 22:16:07.647646

    		-0.4 ms

  





  

    		2023-05-10 23:16:10.981331

    		-5.8 ms

  





  

    		2023-05-11 00:16:14.347613

    		-1.6 ms

  





  

    		2023-05-11 01:16:17.424606

    		-1.5 ms

  





  

    		2023-05-11 02:16:20.725499

    		0.5 ms

  





  

    		2023-05-11 03:16:23.633732

    		-0.2 ms

  





  

    		2023-05-11 04:16:25.26409

    		1.0 ms

  





  

    		2023-05-11 05:16:26.813993

    		-0.4 ms

  





  

    		2023-05-11 06:16:28.55137

    		-4.6 ms

  





  

    		2023-05-11 07:16:30.367241

    		-1.4 ms

  





  

    		2023-05-11 08:16:31.974896

    		-0.1 ms

  





  

    		2023-05-11 09:16:33.747275

    		0.2 ms

  





  

    		2023-05-11 10:16:35.157937

    		2.1 ms

  





  

    		2023-05-11 11:16:36.57003

    		0.6 ms

  





  

    		2023-05-11 12:16:37.929835

    		1.5 ms

  





  

    		2023-05-11 13:16:39.378298

    		0.0 ms

  





  

    		2023-05-11 14:16:42.368849

    		1.8 ms

  





  

    		2023-05-11 15:16:44.978607

    		1.5 ms

  





  

    		2023-05-11 16:16:48.174342

    		1.9 ms

  





  

    		2023-05-11 17:16:51.461927

    		1.8 ms

  





  

    		2023-05-11 18:16:55.329932

    		-4.0 ms

  





  

    		2023-05-11 19:16:58.792015

    		0.3 ms

  





  

    		2023-05-11 20:17:02.173757

    		0.1 ms

  





  

    		2023-05-11 21:17:05.777118

    		1.5 ms

  





  

    		2023-05-11 22:17:08.922027

    		-0.1 ms

  





  

    		2023-05-11 23:17:10.388927

    		-0.8 ms

  





  

    		2023-05-12 00:17:13.468646

    		-0.4 ms

  





  

    		2023-05-12 01:17:17.234357

    		0.3 ms

  





  

    		2023-05-12 02:17:20.202482

    		-2.4 ms

  





  

    		2023-05-12 03:17:23.420983

    		-0.3 ms

  





  

    		2023-05-12 04:17:25.858714

    		-1.0 ms

  





  

    		2023-05-12 05:17:28.234983

    		0.3 ms

  





  

    		2023-05-12 06:17:31.410467

    		-0.1 ms

  





  

    		2023-05-12 07:17:33.689011

    		-0.3 ms

  





  

    		2023-05-12 08:17:36.367155

    		1.3 ms

  





  

    		2023-05-12 09:17:37.976651

    		3.1 ms

  





  

    		2023-05-12 10:17:39.775785

    		1.0 ms

  





  

    		2023-05-12 11:17:42.025977

    		1.7 ms

  





  

    		2023-05-12 12:17:44.607645

    		3.5 ms

  





  

    		2023-05-12 13:17:47.486322

    		3.7 ms

  





  

    		2023-05-12 14:17:49.301808

    		2.5 ms

  





  

    		2023-05-12 15:17:51.891597

    		5.1 ms

  





  

    		2023-05-12 16:17:54.712

    		3.0 ms

  





  

    		2023-05-12 17:17:56.38585

    		3.1 ms

  





  

    		2023-05-12 18:17:58.897575

    		0.5 ms

  





  

    		2023-05-12 19:18:01.822523

    		-0.2 ms

  





  

    		2023-05-12 20:18:03.34603

    		1.0 ms

  





  

    		2023-05-12 21:18:05.89172

    		-0.9 ms

  





  

    		2023-05-12 22:18:07.621488

    		0.1 ms

  





  

    		2023-05-12 23:18:10.726796

    		-0.4 ms

  





  

    		2023-05-13 00:18:12.909744

    		-1.7 ms

  





  

    		2023-05-13 01:18:15.589525

    		-1.4 ms

  





  

    		2023-05-13 02:18:18.275776

    		-0.9 ms

  





  

    		2023-05-13 03:18:21.401549

    		-0.5 ms

  





  

    		2023-05-13 04:18:24.378222

    		-1.6 ms

  





  

    		2023-05-13 05:18:27.638736

    		0.1 ms

  





  

    		2023-05-13 06:18:30.880266

    		-1.2 ms

  





  

    		2023-05-13 07:18:33.333956

    		1.0 ms

  





  

    		2023-05-13 08:18:34.714396

    		0.7 ms

  





  

    		2023-05-13 09:18:36.506096

    		0.2 ms

  





  

    		2023-05-13 10:18:38.219041

    		2.6 ms

  





  

    		2023-05-13 11:18:40.544373

    		0.4 ms

  





  

    		2023-05-13 12:18:42.339284

    		4.1 ms

  





  

    		2023-05-13 13:18:43.97478

    		2.5 ms

  





  

    		2023-05-13 14:18:46.715267

    		3.8 ms

  





  

    		2023-05-13 15:18:50.43336

    		2.5 ms

  





  

    		2023-05-13 16:18:53.122843

    		0.6 ms

  





  

    		2023-05-13 17:18:55.809969

    		-1.1 ms

  





  

    		2023-05-13 18:18:58.933303

    		-1.0 ms

  





  

    		2023-05-13 19:19:02.369617

    		0.5 ms

  





  

    		2023-05-13 20:19:05.431553

    		-3.8 ms

  





  

    		2023-05-13 21:19:07.93839

    		-2.4 ms

  





  

    		2023-05-13 22:19:11.31309

    		-3.6 ms

  





  

    		2023-05-13 23:19:14.697509

    		-3.8 ms

  





  

    		2023-05-14 00:19:17.289442

    		-4.6 ms

  





  

    		2023-05-14 01:19:20.115667

    		-1.4 ms

  





  

    		2023-05-14 02:19:23.37695

    		-5.0 ms

  





  

    		2023-05-14 03:19:25.961138

    		-3.4 ms

  





  

    		2023-05-14 04:19:28.599371

    		-0.5 ms

  





  

    		2023-05-14 05:19:30.54467

    		-1.2 ms

  





  

    		2023-05-14 06:19:34.165815

    		-1.5 ms

  





  

    		2023-05-14 07:19:35.861549

    		0.2 ms

  





  

    		2023-05-14 08:19:38.254578

    		-0.9 ms

  





  

    		2023-05-14 09:19:39.694691

    		0.2 ms

  





  

    		2023-05-14 10:19:43.075063

    		1.0 ms

  





  

    		2023-05-14 11:19:44.519469

    		1.3 ms

  





  

    		2023-05-14 12:19:47.385318

    		0.1 ms

  





  

    		2023-05-14 13:19:48.821333

    		-1.9 ms

  





  

    		2023-05-14 14:19:50.555009

    		-2.2 ms

  





  

    		2023-05-14 15:19:52.63827

    		-0.9 ms

  





  

    		2023-05-14 16:19:56.0291

    		-2.7 ms

  





  

    		2023-05-14 17:19:59.625454

    		0.8 ms

  





  

    		2023-05-14 18:20:02.544446

    		0.9 ms

  





  

    		2023-05-14 19:20:05.53791

    		0.8 ms

  





  

    		2023-05-14 20:20:08.979243

    		-0.9 ms

  





  

    		2023-05-14 21:20:12.386438

    		-2.6 ms

  





  

    		2023-05-14 22:20:14.377472

    		-3.3 ms

  





  

    		2023-05-14 23:20:17.771986

    		-2.9 ms

  





  

    		2023-05-15 00:20:20.318684

    		-0.7 ms

  





  

    		2023-05-15 01:20:23.747726

    		-1.9 ms

  





  

    		2023-05-15 02:20:26.249312

    		-3.8 ms

  





  

    		2023-05-15 03:20:29.359726

    		-1.6 ms

  





  

    		2023-05-15 04:20:30.936241

    		0.7 ms

  





  

    		2023-05-15 05:20:34.74752

    		-1.9 ms

  





  

    		2023-05-15 06:20:36.592813

    		-0.5 ms

  





  

    		2023-05-15 07:20:38.210665

    		-2.4 ms

  





  

    		2023-05-15 08:20:39.855862

    		-4.1 ms

  





  

    		2023-05-15 09:20:41.402186

    		1.9 ms

  





  

    		2023-05-15 10:20:42.885766

    		33.8 ms

  





  

    		2023-05-15 11:20:44.930447

    		2.0 ms

  





  

    		2023-05-15 12:20:46.849661

    		1.3 ms

  





  

    		2023-05-15 13:20:48.301724

    		0.2 ms

  





  

    		2023-05-15 14:20:50.471908

    		1.8 ms

  





  

    		2023-05-15 15:20:51.891889

    		1.9 ms

  





  

    		2023-05-15 16:20:53.314622

    		1.8 ms

  





  

    		2023-05-15 17:20:56.028254

    		3.2 ms

  





  

    		2023-05-15 18:20:58.533055

    		1.8 ms

  





  

    		2023-05-15 19:21:01.157262

    		-0.5 ms

  





  

    		2023-05-15 20:21:04.246392

    		-1.7 ms

  





  

    		2023-05-15 21:21:07.563437

    		0.1 ms

  





  

    		2023-05-15 22:21:09.725558

    		-1.4 ms

  





  

    		2023-05-15 23:21:13.077266

    		-2.2 ms

  





  

    		2023-05-16 00:21:15.962118

    		-3.3 ms

  





  

    		2023-05-16 01:21:18.452953

    		-1.5 ms

  





  

    		2023-05-16 02:21:19.950194

    		2.6 ms

  





  

    		2023-05-16 03:21:22.758567

    		0.0 ms

  





  

    		2023-05-16 04:21:25.67631

    		0.3 ms

  





  

    		2023-05-16 05:21:27.502274

    		-0.3 ms

  





  

    		2023-05-16 06:21:30.634992

    		2.1 ms

  





  

    		2023-05-16 07:21:32.868662

    		-0.2 ms

  





  

    		2023-05-16 08:21:34.438399

    		1.5 ms

  





  

    		2023-05-16 09:21:35.92757

    		2.3 ms

  





  

    		2023-05-16 10:21:37.382232

    		0.5 ms

  





  

    		2023-05-16 11:21:38.886805

    		3.2 ms

  





  

    		2023-05-16 12:21:40.373546

    		1.2 ms

  





  

    		2023-05-16 13:21:42.256309

    		7.9 ms

  





  

    		2023-05-16 14:21:44.446741

    		3.4 ms

  





  

    		2023-05-16 15:21:46.902129

    		2.6 ms

  





  

    		2023-05-16 16:21:49.069357

    		3.1 ms

  





  

    		2023-05-16 17:21:51.550237

    		3.6 ms

  





  

    		2023-05-16 18:21:53.250296

    		1.8 ms

  





  

    		2023-05-16 19:21:55.921399

    		0.3 ms

  





  

    		2023-05-16 20:21:59.433146

    		-4.1 ms

  





  

    		2023-05-16 21:22:02.699256

    		-6.2 ms

  





  

    		2023-05-16 22:22:05.756984

    		-2.3 ms

  





  

    		2023-05-16 23:22:08.819382

    		0.8 ms

  





  

    		2023-05-17 00:22:12.612991

    		1.1 ms

  





  

    		2023-05-17 01:22:15.438174

    		-1.7 ms

  





  

    		2023-05-17 02:22:18.577885

    		-2.6 ms

  





  

    		2023-05-17 03:22:21.936748

    		-3.9 ms

  





  

    		2023-05-17 04:22:25.302095

    		2.0 ms

  





  

    		2023-05-17 05:22:27.944961

    		1.8 ms

  





  

    		2023-05-17 06:22:31.785738

    		-0.6 ms

  





  

    		2023-05-17 07:22:33.718481

    		3.1 ms

  





  

    		2023-05-17 08:22:35.650015

    		3.6 ms

  





  

    		2023-05-17 09:22:38.923151

    		5.9 ms

  





  

    		2023-05-17 10:22:41.754503

    		1.9 ms

  





  

    		2023-05-17 11:22:44.247616

    		3.1 ms

  





  

    		2023-05-17 12:22:46.060455

    		3.8 ms

  





  

    		2023-05-17 13:22:47.919182

    		3.1 ms

  





  

    		2023-05-17 14:22:50.109343

    		1.2 ms

  





  

    		2023-05-17 15:22:52.896129

    		4.2 ms

  





  

    		2023-05-17 16:22:56.217351

    		1.8 ms

  





  

    		2023-05-17 17:22:58.039998

    		-0.2 ms

  





  

    		2023-05-17 18:23:01.580496

    		1.1 ms

  





  

    		2023-05-17 19:23:04.596654

    		-0.8 ms

  





  

    		2023-05-17 20:23:07.954614

    		1.0 ms

  





  

    		2023-05-17 21:23:11.193369

    		-1.4 ms

  





  

    		2023-05-17 22:23:14.470305

    		-2.0 ms

  





  

    		2023-05-17 23:23:17.973106

    		-0.4 ms

  





  

    		2023-05-18 00:23:19.387691

    		-3.0 ms

  





  

    		2023-05-18 01:23:21.928567

    		0.0 ms

  





  

    		2023-05-18 02:23:24.860292

    		-4.7 ms

  





  

    		2023-05-18 03:23:28.434637

    		-4.7 ms

  





  

    		2023-05-18 04:23:30.951693

    		-7.5 ms

  





  

    		2023-05-18 05:23:34.379184

    		-3.5 ms

  





  

    		2023-05-18 06:23:37.119625

    		0.0 ms

  





  

    		2023-05-18 07:23:40.726448

    		1.6 ms

  





  

    		2023-05-18 08:23:42.746518

    		2.1 ms

  





  

    		2023-05-18 09:23:44.875657

    		1.6 ms

  





  

    		2023-05-18 10:23:48.341634

    		2.4 ms

  





  

    		2023-05-18 11:23:50.496715

    		0.3 ms

  





  

    		2023-05-18 12:23:52.4231

    		2.2 ms

  





  

    		2023-05-18 13:23:54.34913

    		1.4 ms

  





  

    		2023-05-18 14:23:55.772512

    		-0.2 ms

  





  

    		2023-05-18 15:23:57.939529

    		0.4 ms

  





  

    		2023-05-18 16:23:59.936053

    		0.9 ms

  





  

    		2023-05-18 17:24:02.715204

    		1.4 ms

  





  

    		2023-05-18 18:24:06.841177

    		2.7 ms

  





  

    		2023-05-18 19:24:09.642918

    		0.5 ms

  





  

    		2023-05-18 20:24:12.599765

    		2.9 ms

  





  

    		2023-05-18 21:24:16.326343

    		1.3 ms

  





  

    		2023-05-18 22:24:19.724693

    		-0.1 ms

  





  

    		2023-05-18 23:24:21.550188

    		-2.4 ms

  





  

    		2023-05-19 00:24:23.083745

    		-0.1 ms

  





  

    		2023-05-19 01:24:26.415517

    		1.1 ms

  





  

    		2023-05-19 02:24:29.454257

    		-1.2 ms

  





  

    		2023-05-19 03:24:31.247155

    		-2.6 ms

  





  

    		2023-05-19 04:24:33.600309

    		-0.7 ms

  





  

    		2023-05-19 05:24:37.171829

    		-1.3 ms

  





  

    		2023-05-19 06:24:41.187938

    		1.5 ms

  





  

    		2023-05-19 07:24:43.241643

    		1.1 ms

  





  

    		2023-05-19 08:24:44.740347

    		0.8 ms

  





  

    		2023-05-19 09:24:47.371498

    		0.6 ms

  





  

    		2023-05-19 10:24:50.488461

    		1.3 ms

  





  

    		2023-05-19 11:24:52.733264

    		2.3 ms

  





  

    		2023-05-19 12:24:54.412635

    		1.9 ms

  





  

    		2023-05-19 13:24:55.985679

    		1.4 ms

  





  

    		2023-05-19 14:24:58.1429

    		0.9 ms

  





  

    		2023-05-19 15:25:01.528515

    		-0.2 ms

  





  

    		2023-05-19 16:25:03.152664

    		3.0 ms

  





  

    		2023-05-19 17:25:06.794916

    		2.2 ms

  





  

    		2023-05-19 18:25:10.998872

    		-0.3 ms

  





  

    		2023-05-19 19:25:14.06709

    		-0.5 ms

  





  

    		2023-05-19 20:25:16.004431

    		0.1 ms

  





  

    		2023-05-19 21:25:19.450776

    		-0.5 ms

  





  

    		2023-05-19 22:25:22.85897

    		0.0 ms

  





  

    		2023-05-19 23:25:25.940842

    		-0.9 ms

  





  

    		2023-05-20 00:25:29.480926

    		0.6 ms

  





  

    		2023-05-20 01:25:32.462538

    		1.2 ms

  





  

    		2023-05-20 02:25:36.073469

    		0.5 ms

  





  

    		2023-05-20 03:25:39.350166

    		1.3 ms

  





  

    		2023-05-20 04:25:42.432427

    		1.3 ms

  





  

    		2023-05-20 05:25:45.713547

    		-1.0 ms

  





  

    		2023-05-20 06:25:49.820255

    		-0.6 ms

  





  

    		2023-05-20 07:25:53.207684

    		-0.4 ms

  





  

    		2023-05-20 08:25:56.406929

    		0.0 ms

  





  

    		2023-05-20 09:25:58.194396

    		0.4 ms

  





  

    		2023-05-20 10:25:59.680985

    		0.4 ms

  





  

    		2023-05-20 11:26:02.740446

    		3.2 ms

  





  

    		2023-05-20 12:26:06.881161

    		0.8 ms

  





  

    		2023-05-20 13:26:10.600373

    		1.2 ms

  





  

    		2023-05-20 14:26:12.273609

    		2.4 ms

  





  

    		2023-05-20 15:26:15.558515

    		0.5 ms

  





  

    		2023-05-20 16:26:19.827916

    		2.2 ms

  





  

    		2023-05-20 17:26:23.324717

    		-0.1 ms

  





  

    		2023-05-20 18:26:27.307869

    		0.6 ms

  





  

    		2023-05-20 19:26:30.693746

    		2.1 ms

  





  

    		2023-05-20 20:26:34.510876

    		0.9 ms

  





  

    		2023-05-20 21:26:37.855135

    		4.3 ms

  





  

    		2023-05-20 22:26:40.900867

    		4.0 ms

  





  

    		2023-05-20 23:26:44.752262

    		2.8 ms

  





  

    		2023-05-21 00:26:48.5431

    		-1.3 ms

  





  

    		2023-05-21 01:26:51.808398

    		-1.5 ms

  





  

    		2023-05-21 02:26:55.552472

    		-1.6 ms

  





  

    		2023-05-21 03:26:58.575183

    		-1.7 ms

  





  

    		2023-05-21 04:27:02.33977

    		-1.6 ms

  





  

    		2023-05-21 05:27:05.936628

    		-0.6 ms

  





  

    		2023-05-21 06:27:09.471869

    		-0.2 ms

  





  

    		2023-05-21 07:27:11.594888

    		-0.8 ms

  





  

    		2023-05-21 08:27:13.338602

    		2.0 ms

  





  

    		2023-05-21 09:27:17.621271

    		0.7 ms

  





  

    		2023-05-21 10:27:19.331652

    		5.5 ms

  





  

    		2023-05-21 11:27:20.966734

    		1.1 ms

  





  

    		2023-05-21 12:27:23.049714

    		1.4 ms

  





  

    		2023-05-21 13:27:25.670863

    		0.5 ms

  





  

    		2023-05-21 14:27:28.163645

    		4.1 ms

  





  

    		2023-05-21 15:27:30.443214

    		0.8 ms

  





  

    		2023-05-21 16:27:31.834037

    		2.1 ms

  





  

    		2023-05-21 17:27:35.01302

    		0.2 ms

  





  

    		2023-05-21 18:27:37.757956

    		2.3 ms

  





  

    		2023-05-21 19:27:41.040376

    		2.5 ms

  





  

    		2023-05-21 20:27:43.731521

    		0.1 ms

  





  

    		2023-05-21 21:27:46.895651

    		-0.1 ms

  





  

    		2023-05-21 22:27:49.411446

    		-0.3 ms

  





  

    		2023-05-21 23:27:52.626916

    		-0.8 ms

  





  

    		2023-05-22 00:27:55.617252

    		1.8 ms

  





  

    		2023-05-22 01:27:59.184084

    		-0.6 ms

  





  

    		2023-05-22 02:28:02.023675

    		-0.9 ms

  





  

    		2023-05-22 03:28:04.919587

    		0.6 ms

  





  

    		2023-05-22 04:28:07.800163

    		-0.6 ms

  





  

    		2023-05-22 05:28:10.921635

    		-0.3 ms

  





  

    		2023-05-22 06:28:13.39876

    		-2.4 ms

  





  

    		2023-05-22 07:28:14.900431

    		0.1 ms

  





  

    		2023-05-22 08:28:16.36356

    		-0.7 ms

  





  

    		2023-05-22 09:28:17.966098

    		4.0 ms

  





  

    		2023-05-22 10:28:19.464869

    		3.2 ms

  





  

    		2023-05-22 11:28:21.617214

    		3.8 ms

  





  

    		2023-05-22 12:28:23.522294

    		2.5 ms

  





  

    		2023-05-22 13:28:24.980846

    		2.6 ms

  





  

    		2023-05-22 14:28:26.753547

    		-0.6 ms

  





  

    		2023-05-22 15:28:29.110917

    		5.2 ms

  





  

    		2023-05-22 16:28:31.521295

    		0.5 ms

  





  

    		2023-05-22 17:28:33.734692

    		2.0 ms

  





  

    		2023-05-22 18:28:36.524781

    		-0.2 ms

  





  

    		2023-05-22 19:28:39.882587

    		1.7 ms

  





  

    		2023-05-22 20:28:42.703982

    		0.2 ms

  





  

    		2023-05-22 21:28:45.746929

    		3.4 ms

  





  

    		2023-05-22 22:28:48.687967

    		1.1 ms

  





  

    		2023-05-22 23:28:51.195533

    		1.0 ms

  





  

    		2023-05-23 00:28:54.254672

    		-0.5 ms

  





  

    		2023-05-23 01:28:57.364461

    		-0.4 ms

  





  

    		2023-05-23 02:29:00.418301

    		-0.1 ms

  





  

    		2023-05-23 03:29:02.913783

    		-0.9 ms

  





  

    		2023-05-23 04:29:05.286342

    		2.5 ms

  





  

    		2023-05-23 05:29:07.21205

    		3.3 ms

  





  

    		2023-05-23 06:29:10.822673

    		5.1 ms

  





  

    		2023-05-23 07:29:13.700361

    		2.1 ms

  





  

    		2023-05-23 08:29:15.908977

    		3.4 ms

  





  

    		2023-05-23 09:29:17.325437

    		1.1 ms

  





  

    		2023-05-23 10:29:19.861198

    		2.8 ms

  





  

    		2023-05-23 11:29:21.408217

    		3.2 ms

  





  

    		2023-05-23 12:29:24.045479

    		4.4 ms

  





  

    		2023-05-23 13:29:25.442934

    		2.0 ms

  





  

    		2023-05-23 14:29:27.577678

    		1.1 ms

  





  

    		2023-05-23 15:29:29.083087

    		0.8 ms

  





  

    		2023-05-23 16:29:31.26596

    		2.8 ms

  





  

    		2023-05-23 17:29:33.406965

    		2.3 ms

  





  

    		2023-05-23 18:29:34.748015

    		1.6 ms

  





  

    		2023-05-23 19:29:36.549854

    		0.0 ms

  





  

    		2023-05-23 20:29:39.735638

    		-0.3 ms

  





  

    		2023-05-23 21:29:42.070437

    		-0.8 ms

  





  

    		2023-05-23 22:29:45.744918

    		-1.1 ms

  





  

    		2023-05-23 23:29:48.854823

    		0.8 ms

  





  

    		2023-05-24 00:29:52.290996

    		1.0 ms

  





  

    		2023-05-24 01:29:55.523031

    		-0.4 ms

  





  

    		2023-05-24 02:29:57.982798

    		2.2 ms

  





  

    		2023-05-24 03:30:00.912072

    		-0.7 ms

  





  

    		2023-05-24 04:30:02.596803

    		0.2 ms

  





  

    		2023-05-24 05:30:04.918686

    		0.2 ms

  





  

    		2023-05-24 06:30:06.795333

    		2.3 ms

  





  

    		2023-05-24 07:30:09.052272

    		7.4 ms

  





  

    		2023-05-24 08:30:11.232232

    		4.5 ms

  





  

    		2023-05-24 09:30:13.123004

    		2.0 ms

  





  

    		2023-05-24 10:30:15.016592

    		0.9 ms

  





  

    		2023-05-24 11:30:16.712249

    		2.0 ms

  





  

    		2023-05-24 12:30:18.53093

    		0.6 ms

  









###
Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and Upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



  

  

    		

    		84.217.72.162

    		Rickard Jacobsson (RJ) signed the document. A screen capture was not done for this event. Click here to see attached screen capture of the reference signing view created at 2023-04-28 15:56:20 UTC.

  



  

    		

    		217.213.116.84

    		Johan Tilander (JT) signed the document. A screen capture was not done for this event. Click here to see attached screen capture of the reference signing view created at 2023-04-28 15:56:21 UTC.

  



  

    		

    		84.17.219.58

    		Helena Ehrenborg (HE) signed the document. A screen capture was not done for this event. Click here to see attached screen capture of the reference signing view created at 2023-04-28 15:56:20 UTC.

  









